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Abstract: A privacy-preserving power request scheme was proposed. The proposed

scheme combined Shamir (t, n) threshold secret sharing scheme with Laplace noise

perturbation algorithm effectively to achieve paying TOU billing as well as protecting

user privacy. Experiments were performed from four aspects: analyzing the security

quantitatively and determining the optimal threshold t, giving the experiment on efficiency

test, verifying the ε-differential privacy by introducing the Laplace noise perturbation and
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conducting the scheme feasibility comparison. Experimental results show that the proposed

scheme is effective and feasible.

Key words: smart meter; privacy-preserving; secret sharing; Laplace noise

0 Ú ó

�U>��â^rý�U>L¢��¦�>þN�>åúi�>þøA, k����

ò>þl>åúiDÑ�^rý, Ø=÷v^r^>I¦
�;�õ{u>, �Ó���


�U>L^r�Ûh�o¯K. �U>L¢��¦�>þêâ¬�³^rÛh&E. ôÂö

��Ýº�U>L¢��¦�>þêâ9Ù�°ID, Ò�±l¢�>þêâíÿÑT�U

>L^r^>�ª, ?
¼�T^r)¹S5�Ûh&E, ùò�^rE¤J±�þ���.

>åúi´ semi-honest ¢N, §�U�â¢�>þêâ½&^rÛh, �Ó�§I���

^r�¦�>þ(o>þ-þ�>d½¢�>þ-©�>d)OÂ>¤. �éù�¯K, Cc5

ïÄö�JÑ
Nõ)û�{, ��`5, ù
�{�âü�g´: �´>åúi��¡�

U>L�° ID Ú�U>L�¦�o(���½ü��)>þ, Ø�¡�U>L�¦�¢�>

þ[1-5], ùpI`²�´o>þÃ{�³^r�Ûh&E; �´>åúi��¡�U>L�

¦�¢�>þ, Ø�¡�U>L�° ID[6-8], ù�>åúi¤Ýº�Ûh&EÃ{½ �,

�äN^r. ��õê)û�{[1-7,10-17]Ã{3�o^rÛh�Ó�¢y©�>dO¤. P

ª�>¤O��ª, =þ�>dO¤, ÃØ3^>p¸Ï�´^>$�Ï>d´���, ù

�Ø|u^>�rÌÄ5/;m^>p¸Ï!�^>, ¤���¯KÒ´^>p¸Ï�^

>KÖ±YØpØe, ^>$�Ï�^>KÖ�Î$�, �>���9u>���E¤r�

�, $�¤«5�ÀÂ, î­K�
>��­½5. ¢�©�>dO¤, k|u�y^>�r

ÜnSü^>�m, ~�^r>¤, �¸W�, Jp>å]
�|^�Ç; k|u>�è�ü

$>�Ý]¤�Ú$1¤�, �æ>��S�­½$1; k|u�¬~�½ò�>åÝ],

r?�¬]
�Ün��. ©�>dO¤�¢��X�U>L�Ê9ÜÝ®¤�7,uÐ

ª³. cÙ3·I>å;"FÃî­��¹e, ©�>dO¤�	­�.

�©Äu1��g´, k�KÜ Shamir(t, n) �������YÚ Laplace DÑZ6�

{, JÑ�«¡��U>LÛh�o�>þ�¦�Y. |^ Shamir(t, n) �������Y

¦�U>L]¶gC�° ID ¿)¤]¶	ï³y. �U>L³/	ï³y¢��>åú

i�¦>þ, ¢y>åúi©�>dO¤�Ó��o^rÛhØ�>åúi(SÜôÂö)½

&, �3�½^�e, >åúi�±½ �U>L^r±¢y>¤��J�5. Äu ε-�©

Ûh� Laplace DÑZ6�{éDÑc�>þêâ?1Z6, ?�Ú���U>L�¦�¢

�>þêâ�	ÜôÂö�f½��
�³^rÛh.

�©��zXe

(1) Äu Shamir(t, n) �������Y¢y>åúi©�>dO¤±9>¤�J�5

�Ó��o^rÛhØ�>åúi½&.

(2) Äu ε-�©Ûh� Laplace DÑZ6�{Z6DÑc�>þêâ, ?�Ú��>þ

êâ���
�³^rÛh.

(3) ½þ©ÛS�5¿(½�`��� t �ÀJ!ÿÁ©Û�m�Ç±9�y©Û

Laplace DÑZ6� ε-�©Ûh�o�J.
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�©�(�Xe: 1 1 !£ã�'ó�; 1 2 !0�ý��£; 1 3 !£ãXÚ�.; 1

4 !?1�Y��[£ã; S�©ÛÚ¢�©O31 5 !!1 6 !0�; ��é�©\±o

(, ¿�Ñ?�Ú�ó���.

1 �'ó�

�é1��g´, ©z [1-5] �Ñ
ãå. ©z [1] ¥��©u¥%®o�U>L�¦�

¢�>þ, ,�ro>þux�>åúi, ��©u¥%Ã{¼��U>L�°
>åúi

U
)�>þ&E¼��U>L�° ID, �T�Y�¦É´Ã{��1n���©u¥%

� semi-honest >åúi�*, e�*¤õK^rÛh���¦. ©z [2] ò�U>L��à

Ü!:�ï>å�äJ[àÜä, |^Ó�\��{[3]�©ÙªOþêâ\�òf!:�ê

âD4�I!:, �ªêâD�>åúi(àÜ¥%), �>åúiÃ{O�,�äN^r�

^>þ. ©z [4-5] þæ^¿>>³�o^r�KÖ&E. ¿>>³Ú>åúi�±Õg½Ó

���U>ìø>, ù��U>LêâØU���N^r�^>&E, semi-honest >åúi

Ã{½&^rÛh.

�é1��g´, ©z [6-8] �Ñ
ãå. ©z [6] ¥�U>L¦^]¶³y�¦>

þ, ØÓ]¶³yþIkØÓê��>þ, I�ýk)¤�þ�½�³y. ©z [7] b�z

��U>Lkü� ID, Ù¥�� ID ^u]¶DÑ¹k^rÛh�&E(X¢�>þ), �

1n�(X>L�Eû)Ýº'�5&E, =ü� ID m�'X, E¤
Û�. ©z [8] |^

Zero-Knowledge �Æ[9], �U>L�I�>åúiJ� secret y²gC��°, �T�Y

kü�":: �´�U>L�«ú�¡�>¤O�; �´�U>LI�Ï��'�5&E

secret, =��ÅI\ {ri}(i = 1, 2, · · · , N) Ú�� {kj}(j = 1, 2, · · · , m), ���³, ^rÛh

���³. ©z [10-17] þvk�Ä>åúi� semi-honest 5.

nþ¤ã, �õê�Y[1-7,10-17] 3�o^rÛh�Ó�þ�U?1þ�>dO¤, Ø

U¢y©�>dO¤. �©Äu1��g´, |^ Shamir(t, n) �������Y¢y>

åúi©�>dO¤±9>¤�J�5�Ó��o^rÛhØ�>åúi½&. Ó�,

Äu ε-�©Ûh� Laplace DÑZ6�{Z6¢�>þêâ, 3DÑ¥Or^rÛh�

o[26]. ©z [19] ò�U>L�.z�pdêâ�)
, |^?èìéÑ\�KÖ>þ?

16Ä, Ù":´>åúiÂ��>þ¿�´ý¢�KÖ>þ. �éaq¯K, ·�|^

Diffie-Hellman(D-H) �Æ[29]�D, ¢y>åúiý¢>þ�O�. ,	, �Jp�Ç, |^p

d�ÅCþ)¤ Laplace DÑ[18].

2 ý��£

2.1 Shamir(t, n)�������Y

Äuõ�ª��� (t, n) �������Y[20]d A. Shamir 3 1979 cJÑ, duT�Y

�¢yõ��NÓ�¢y���mé, 8c®�A^��þ�´!>fÕ19�þÑÖ�

+�. �������YÄ�g�´���� K �©� n �©�. A½ê8(X t ½�õ)�

©��±�âõ�ª����{(½Ù§k��{)¡E�� K. e¡´é©��½Â.

½½½ÂÂÂ 1 (©�[21]) ����õ�ªf(x) = (K + a1x + a2x
2 + · · · + atx

t−1)mod Q, Ù¥

a1, a2, · · · , K ∈ FQ, Q ���ê, FQ ���k��, K ���. ©��õ�ª f(x) ­�þ�

:, = (x, y)(x 6= 0).
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l½Â�±wÑ, n �©��õ�ª f(x) ­�þ n �:, = (x1, y1), (x2, y2), · · · , (xn, yn),

Ù¥ x1, x2, · · · , xn ��"®�þ; ?¿ t(t 6 n) �(xi1, yi1), (xi2, yi2), · · · , (xit, yit) �±­�

õ�ª f(x) ¡E�� K.

2.2 �©Ûh(Differential Privacy)

�©Ûh´��î���y²��{, 3Ñ\êâk�É��¹e, ÑÑ(J�±�p

��q5, �­��´T�{ØUCÑ\êâ�á5. �©Ûh�o�.�Ð�A^3êâ

¥+�, 8�´�oêâ¥¥�NÛh&E, 
��2�A^3ÚOÆ!êâ�÷�+�,

3]
��!�êâ�1��µe, �©Ûh�oEâ�ïÄ¤�9:.

�
�\�ß/`²�©Ûh3�©¥�$^, ·��â©z [18] ¥�©Ûh�½

Â5äN/`²�©Ûh3�©¥�½Â. ��, �U>Lz��½�m(X 15 s)�¦�

g>þ, �zg�¦�>þ� mj(j = 1, 2, 3, · · · , l), Ù¥ l �*	ö�½�ë�gê. �

©�{, ´UC?¿�g�¦>þ mj ÙoÑÑvkwÍ�O. e¡´äN`². �o>

þ m = m1 ∪ m2 ∪ m3 · · · ∪ ml, nbrs(m) L«lêâ m O\½~��g�¦�>þêâ, =

nbrs(m) = m ∪ mj(j ∈/{1, 2, 3, · · · , l}) ½ nbrs(m) = m − mj(j ∈ {1, 2, 3, · · · , l}).

½½½ÂÂÂ 2 (ε-�©Ûh[25])A(m) L«�{A éAÑ\êâ m �ÑÑ. eéu¤k m eª

¤á, K A÷v ε-�©Ûh, KéuÑ\êâ m �{ A äk ε-�©Ûh�oY², Ù¥ ε L

«Ûh�oY²:

Pr = [A(m) = x] 6 eεPr[A(m′) = x]

Ù¥ m′ ∈ nbrs(m), x ´ÑÑ�A, Pr ´�{ A ��ÅVÇ©Ù.

2.3 LaplaceZ6�{

Laplace �{Ì�´é��Ý
?1Ê:��©ö�, 3êÆÚ&Ò©Û�+�k2�

�A^, duT�{Ú�©Ûh�o�.�(Ü�¢yØÓY²�Ûh�o�J, ��Åì

�A^�Ûh�o+�.

©z [24] JÑ^ Laplace Z6�{ (Laplace Perturbation Algorithm, LPA) ��êâV

\ suitably-chosen DÑ. DÑ�â Laplace ©Ù�). Laplace ©Ù� PDF úªXe:

Pr = (Lap(b) = Z) =
1

2b
e−ε|Z|/b,

Ù¥ Lap(b) ´Ñlþ�� 0, ��� 2b2 � Laplace ©Ù��ÅCþ.

LPA �{O�ÚÑÑ m̃ = m + Lap(b). e b = ∆1(m)/ε, K LPA(m, ε)÷v ε-�©Ûh,

Ù¥ ∆1(m) ´�¦>þêâ�(¯Ý, =UC?¿�g�¦�>þêâéoêâ m ¤E¤

� L1 ål[18]���Ø�, ÙL�ªXe:

|m − m′| 6 ∆1(m),

Ù¥ m′ ∈ nbrs(m).

2.4 ��©Ù

3VÇØÚÚOÆ¥, ��©Ù´ n �Õá�´/�Á�¥¤õgê�lÑVÇ©Ù,

P� X ∼ (n, p), Ù¥ X L«¢�(J, n �Õá­E¢��gê, p �zgÁ�¤õ�VÇ.
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XJ¯�u)�VÇ´ p, KØu)�VÇ� q = 1 − p, N gÕá­EÁ�¥u) k g

�VÇ´:

P = (X = k) = Ck
npkqn−k, k = 0, 1, · · · , n. (1)

�õu) k g�VÇ´:

F = (X = k) = P (X 6 k) =

k∑

j=0

Cj
npjqn−j , k = 0, 1, · · · , n. (2)

3 XÚ�.

XÚ�., Xã 1 ¤«, ÙÌ��) 3 «a.�ë�ö: �U>L!^rÚ>åúi. e

¡�g0�§�3XÚ�.¥�õUÚ�^.

n-2 A1

t PPC

ID

t

K

(PPC)

ID

ã 1 XÚ�.

Fig. 1 System mode

�U>L: �U>L)¤�� K, ¿ò�� K y©� n �©�©u� n �ë�ö(=

n − 1 �>åúiÚ��^r), ��íØ�� K 9Ù�'�'�&E, X©�. �U>L�

>åúi�¦>þ�c, �U>LI?1ü�¡ó�: �ÄuShamir(t, n) �����Y)¤

	ï³y (Power Purchase Credential, PPC): �U>L��I� t �ë�öux>þ�¦¢

�©�, ¿�â���©�?1�� K �¡E, ,�|^�� K \�gC��° ID )¤

PPC; �Äu Laplace Z6�{Z6�¦�>þêâ: �U>L|^ 4 �pd�ÅCþ)¤

Laplace DÑZ6�¦�>þêâ, ,�òZ6��>þêâux�>åúi, ¿�â D-H

�Æò Laplace DÑ�Åê��/Dx�>åúi¢yý¢>þ�O�.

^r: ^r´�U>L�¦^ö. b�^r�° ID ��U>L�° ID ��. ^r��

/����©�, �â�U>L½>åúi��¦J�©�.

>åúi: b�k n − 1 �>åúi. >åúiAU
é�U��¤�^r?1>¤J

?. �U>L(^r)³/ PPC �>åúi	�>þ. >åúivk�� K Ã{)� PPC ¼
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��U>L�° ID. b�>åúi A1 �J?>¤, §Ik¼��� K: A1 ±k��©�,

§��I� t− 1 �ë�öuxJ?�¦¢�©�, �â���©�¡E�� K ¿)� PPC

¼��U>L�° ID, ,��â ID J?>¤.

ôÂ�.

(1) SÜôÂ: #N^rÚ>åúiÑ�±´�¿�. �¿�^r�U�N>åúiJ

?>¤, Ùa.k±eü«. a. Liar, ux�Ø©��>åúi�^r; b. Rejecter, áýux

©��>åúi�^r. �¿�>åúi�U´ Collaborator, §�U�Ù§�¿�>åú

i��(¿ã¼��� K. ·�b�ý�õê>åúi´�&�, ù«b��ÎÜ¢S�¹.

(2) 	ÜôÂ: 	ÜôÂö�±©�±eü«a.. a. Eavesdropper/Interceptor, 3DÑ

L§¥�f½���U>L¢��¦�>þ&E¿ã½&^rÛh�ôÂö; b. Intruder,

¿ãôÂë�ö(X�U>L)¼�'�5&E(X�� K)�ôÂö.

Ûh8�: ¢y>åúi©�>dO¤�Ó��o^rÛhØ�>åúi½&; �U>

L¢��¦�>þêâ3DÑL§¥�±�½�ÛhY²����f½��
�³^rÛ

h.

4 �Y

�Y©� 4 ��ã: 5þ�ã!>þ�¦�ã!>¤J?�ãÚ�� K �#�ã. e

¡�g�[£ã���ã¤��ó�, Ù¥¤^iÎ¹ÂXL 1 ¤«.

4.1 5þ�ã

(1) >åúi�z��U>L©����° ID. z�ë�ö)¤gC�ú�/h�é(ú

�/h�éÄuú�\��{, 3dØ��[�ã), ¿ògC�ú�úÙ�Ù¦ë�ö.

(2) �U>L�Å)¤�� t−1 gõ�ª, f(x) = (K+a1x+a2x
2+· · ·+atx

t−1)mod Q, Ù

¥ a1, a2, · · · , KǫFQ, Q(Q > K) ���ê, FQ ���k��. �U>LP¹�� K )¤�m

t0. ,�, �U>Llõ�ª f(x) ­�þÀJ n �:, = (xi, yi)(xi 6= 0, 1 6 i 6 n, yi = f(xi))

��©�. ,�, �U>L^��ë�ö�ú�\�©�±9�� K )¤�m t0, \¶[28]�

�©u���ë�ö. ��, �U>LíØ��K9�Ù�'��
'�5&E(Xõ�ª

f(x), ©� (xi, yi) �)¿������ K �)¤�m t0.

M → Ai/U :
EPubAi/U

((xi, yi)|t0)|SigPriM (EPubAi/U
((xi, yi)|t0)).

(3) >åúiÚ^rÂ��E�, §�Äk^�k��U>Lú��y�U>L�\¶.

¤õ�, §��g^gC�h�)��E���g�©�Ú�� K )¤�m¿����.

LLL 1 iiiÎÎÎ¹¹¹ÂÂÂ

Tab. 1 The definition of characters
iÎ ¹Â

M �U>L

Ai 1 i �>åúi

U ^r

K Shamir(t, n) �������Y���

PubR/PriR ¢N R �ú�/h�

Ai/U L«>åúi½^r

EPubR
(J) L«^¢N R �ú�\�&E J

DW (J) L«^�� W )�&E J
SigPriR

L«¢N R �\¶

J |Q L«&E J Ú&E Q �ë�, Ã¢�¿Â
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4.2 >þ�¦�ã

>þ�¦�ã©�ü�L§: PPC )¤Ú Laplace DÑZ6.

4.2.1 PPC )¤

�U>Lzg�¦>þ�c, I�k¼� PPC. e¡´ PPC )¤��[Ú½.

(1) �U>L M �Å/l n �ë�ö(= n − 1 �>åúiÚ��^r)¥ÀJ t �ë�ö,

¿ò>þ�¦ (power request, PRE) 2Â�§�?1©��¢�. PRE Ì��¹�� K )¤�

m t0.

M → Ai/U :

EPubAi/U
(PRE)|SigPriM (EPubAi/U

(PRE)).

(2) � t �ë�öÂ�2Â�, §�Äk�y\¶. ¤õ�, §�©O^�U>Lú�\�

�g�©�¿Nþ\¶�ux��U>L.

Ai/U → M :

EPubM ((xi, yi)|t0)|SigPubAi/U
(EPubM ((xi, yi)|t0)).

(3) ��U>LÂ�ë�ö��E�, §Äk�y\¶. ¤õ�, �U>L^gC�h�)

��E�� t �©�¿�âõ�ª���{­�õ�ª f(x), �� K =� x = 0 �õ�ª f(x)

��(�©|^.�KF��?1
¢y). ,��U>L^¡E��� K \�gC��° ID

¿Nþ t0 �� PPC, = EK(ID)|t0.

4.2.2 Laplace DÑZ6

�X�U>L�é�¦�>þêâ?1 Laplace DÑZ6. LPA I�O� m̃ = m+Lap(b):

Ù¥ Lap(b) ´Ñlþ�� 0, ºÝëê� b � Laplace ©Ù��ÅCþ. ½Â N(µ, σ) ´Ñlþ

�� µ, ��� σ2 �pd�ÅCþ. �©|^±e5U(y²���� [22]))¤ Laplace DÑ�

Åê.

ÚÚÚnnn 1 � Yj ∼ N(0, b)(j = 1, 2, 3, 4) ´pd�ÅCþ, K Z = Y 2
1 + Y 2

2 − Y 2
3 − Y 2

4 ´

Ñl Lap(2b2) ��ÅCþ. d5Uò D-H �Ægêd O(4) ~�� O(1), Jp
�Ç. e¡´

Laplace DÑZ6��[Ú½.

(1) b��U>Lz�A½�m(X 15 s ½ 15 min)�¦�g>þ, z 4 g�¦���Ì�,

�©±�U>Lz 15 s �¦�g>þ, = 1 min ���Ì��~�`². b�zg�¦�>þ�

mj, j = 1, 2, 3, 4. �U>Lzg�Å/)¤��Ñl N(0,
√

b/2) ©Ù��Åê yj , j = 1, 2, 3, 4,

,�O� m̃j = mj + y2
j . b��U>L�>åúi A1 �¦>þ. c 3 g�¦>þ�, �U>

L^>åúi A1 �ú�\� m̃j(j = 1, 2, 3) Ú PPC(EK(ID)|t0), Nþ\¶�ux�>åúi

A1.

M → A1 :

EPubA1
(EK(ID)|t0|m̃j)|SigPriM (EPubA1

(EK(ID)|t0|m̃j)).

���U>L1 4 g (j = 4) �¦>þ�, �U>LÀJ���ê p 9Ù�ê� n ¦{

+�� g, ¿)¤�����ê a, O� A = ga mod p. �U>L^>åúi A1 �ú�\�

p!g!A Ú PPC, ¿NþgC�\¶ux�>åúi A1.

M → A1 :
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EPubA1
(p|g|A|EK(ID)|t0)|SigPriM (p|g|A|EK(ID)|t0).

�>åúi A1 Â��E�k�y\¶. ¤õ�, >åúi A1 ^gC�h�)��E

¼� p!g!A. ,�>åúi A1 �Å/)¤�����ê b, O� B = ga mod p 9��

s = Ac mod p. ��>åúi A1 ^�U>L�ú�\� B Ú PPC, ¿NþgC�\¶ux�

�U>L.

A1 → M :

EPubM (B|EK(ID)|t0)|SigPriA1
(EPubM (B|EK(ID)|t0)).

��U>LÂ��E�k�y\¶Ú PPC ��(5. ¤õ�, �U>LO���

s = Ba mod p 9 Lap(b) �DÑ�Åê z = y2
1 + y2

2 − y2
3 − y2

4 . �U>L^�� s \�DÑ�Å

ê z, = Es(z). ,�, �U>L^>åúi A1 �ú�\� PPC!>þ m̃4 Ú ES(z), ¿Nþ\

¶ux�>åúi A1.

M → A1 :

EPubA1
(EK(ID)|t0|m̃4|ES(z))|SigPriM (EPubA1

(EK(ID)|t0|m̃4|ES(z))).

(2) >åúi A1 Â��¦�>þ�E�k�y\¶. ¤õ�, >åúi A1 ^gC�h�

)��E¼� PPC ÚZ6�>þ m̃j(j = 1, 2, 3, 4). ,�>åúi A1 O� m̃ =
∑4

j=1 m̃j , ¿

^�� s )� Es(z) ¼� Laplace DÑ�Åê z. �X>åúi A1 � (m̃ − z) O�¼��U>

L�©¨S�¦�ý¢>þ m. >åúi A1 �,���U>L�¦�¢�(=z©¨)>þ m,

�>åúivk�� K Ã{)� PPC ¼��U>L�° ID, ¤±>åúi A1 Ã{½&^r

Ûh.

(3) 3�½��Ï(X���½ü��), �U>Lòo�>þ9 PPC \�¿Nþ\¶ux

�>åúi A1.

M → A1 :

EPubA1
(mtotal|EK(ID)|t0)|SigPriM (EPubA1

(mtotal|EK(ID)|t0)).

(4) >åúi A1 Â��E�k�y\¶. ¤õ�, >åúi A1 ^gC�h�)��E¼

� mtotal!EK(ID)|t0. >åúiòIkÓ� PPC �¢�>þ m ?1\Ú�� m′
total, ¿'�

m′
total � mtotal ´Ä��. eüö��, >åúi A1 �âT�U>L¢��¦�>þ?1©�

>dO¤; eüö����, >åúiKO\�	Â¤��¨v. ,	, >åúi�±òZ6�

�>þêâ�	úÙ, ±øÙ¦Ü�(Xu>Ü�)ë�¦^.

4.3 >¤J?�ã

XJ^r�35½��m(X���½ü��)þ�>¤, >åúi��d^rJ?>¤.

>åúiIk¼��� K. b�>åúi A1 �J?>¤. Ï>åúi A1 =k��©�, §�

�I�� t − 1 �ë�ö¢�©�5¡E�� K. e¡´d�ã��[Ú½.

(1) >åúi A1 �Å/ÀJ t − 1 �ë�ö, ¿2ÂJ?�¦ (dunning request, DRE) �

§�. DRE Ì��¹�J?^r� PPC.

A1 → Ai/U : EPubAi/U
(DRE)|SigPriA1

(EPubAi/U
(DRE)).
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(2) ë�ö�Â��E�, §�k�y\¶. ¤õ�, ë�ö�òNk t0 �©�¿\þ§�

�\¶ux�>åúi A1.

Ai/U → A1 :

EPubA1
((xi, yi)|t0)|SigPriAi/U

(EPubA1
((xi, yi)|t0)).

(3) >åúi A1 Â��E�, §k�y\¶. ¤õ�, >åúi A1 ^gC�h�)��E

�� t �©�, ¿¡E�� K. >åúi A1 ^�� K )� PPC ¼��U>L��° ID. ,�,

>åúi A1 �â ID ?1>¤�J?.

,
, ²L>¤�J?>åúi A1 ��
�U>L��°, §�Uò�U>L�° ID Ú

T�U>L¢��¦�>þ&EéXå5½&^rÛh. )ûù�¯K��{�I��#��

K(� 5.4 !).

4.4 �� K �#�ã

^�� K \��U>L�° ID )¤ PPC �Ø%Ü©, = Ek(ID), �#�� K ��u�

# PPC K>åúi A1 Ã{ò�° ID ½Î� PPC �#� PPC �'é. �� K ��#�I­

#?15þ�ã� (2) Ú (3) Ú½=�.

5 S�5©Û

�!�â1 3 !�ôÂ�., lSÜôÂÚ	ÜôÂü��¡?1S�5©Û.

5.1 SÜôÂ

3>¤J?�ã, >åúi��I�� t−1 �ë�ö¢�©�5)� PPC(= EK(ID)|t0)

¼��U>L�° ID. �¿�^r�Uá�©� (Rejecter) ½þ��Ø�©� (Liar) �N>å

úiJ?>¤. ��U>L�±�Ù§ n − 2 �>åúi¢�©�¡E�� K ¢y>¤�J?.

�¿�>åúi�m�U�p�( (Collaborators) ¿ã�â®Ýº�©�¡E�� K )

� PPC ¼��U>L�° ID, ,�'é®Ýº�¢�>þ&E½&^rÛh. ¡E�� K �

�I� t �©�, ¤±���¿>åúi�ê8�u t, §��¿ãÒÃ{¢y. 3¢S¥ý�

õê�>åúi´�&�, ù�ôÂ¤õÇé�.

5.2 	ÜôÂ

Eavesdropper/Interceptor ¿ãÏL�f½��¢�>þ&E½&^rÛh. �U>L¢

��¦�>þ&E3DÑ�c?1
 Laplace DÑZ6, DÑ¥�>þ&E®äk ε-�©Ûh

Y², =¦ôÂö��
>þ&E, §��Ã{½&^rÛh.

Intruder ¿ãôÂ¢Në�ö¼�'u�� K �'�&E±¡E�� K. �U>L)¤

�� K Ú©�, ¿ò©�©u���ë�ö��íØ�� K 9Ùk'�'�&E, Xõ�ª

f(x), ©� (xi, yi) �, ¿��/���� K )¤�m t0. =¦ Intruder ôÂ�U>L¼���

K )¤�m t0, §�Ã{���� K. ,	, �U>LØ�; PPC, ¤± Intruder �Ã{ÏL

ôÂ�U>L¼� PPC 
k¿�U>L	>. ^rÚ>åúi�©� (xi, yi) þ���/��,

Intruder éJÏLôÂ§�¼�©�.

6 ¢�

6.1 �`��� t �(½

�!�ï	ï³y)¤�Ç9�� K S�5(½�`��� t. 	ï³y)¤�Ç�ûu

ü�'�Ï�: �´Äu Shamir �������Y��� K ¡E�m, Ù���� t k'; �
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´Äué¡\��{�\��m, Ù���� t Ã'. Ïd, �`��� t �(½�I�Ä��

K ¡E�m9�� K S�5.
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ã 2 ��K¡E��m

Fig. 2 The recovery time of K

ã 2(a) ´ n(t = 20) �ØÓ��, �� K ¡E��m�¹(Ù¥ n L«¤ë��>åúi

Ú^r�oê8, =��^rÚ n− 1 �>åúi, t L«���, �
`²¯K·�ò n �p�

� 100). lã 2(a) �±wÑ, �� K ¡E��m�X n �O�
C�. ¤±, �Y�½�U>

L()¤ PPC ½�#�� K)½>åúi(J?>¤)ÀJ t �©�
Ø´ n(n > t) �©�5¡E

�� K, ±ü$¡E�� K ��ms�Jp�Ç.

ã2(b)´ t �ØÓ��, �� K ¡E��m�¹. lã 2(b) �±wÑ, �� K ¡E�m�

X�� t �O�
C�. ül�m�Ä, �� t ���Ð, �e�Ä�� K �S�5, ��� t

¿����Ð, Xã 3 ¤«. ©z [23] |^êpÖ�äÝ
üS�{©Û
 Shamir �����

Y¥ t\n ��ÀJ, �vkþz©Û Shamir �����Y�S�5. ·�Ú\��©Ùþz©

Û�� K �S�5. ¢�Xe:

3 3.4 !®J�, ��©ÙIP� B(n, p). ùpb� n L«¤ë��>åúiÚ^r�o

ê8, p ���©��³�VÇ, ´±©�±kö(^r)�&�ÝÚ�U>L�jrÝnÜ�þ

�þz©Û, Ù¥^r�&�ÝÌ��âÕ1&�Ý, �U>L�jrÝÌ��â�Eû�&�

Ý9����". �â Shamir(t, n) �������Y���A5, �u t �©��³Ø¬%�

�� K �S�, Ïd, �ÆS�Ý�'XªXeµ¤«:

ã 3 ´ n = 20 �, �� K �S�5�¹. lã 3 �±wÑ: � n Ú p �½�, S�Ý�X t

�O�k� 0 �±ØC,�×�þ,��������±ØC; � n �½¿� p é��, ÀJé

�� t �ÒU��ép�S�Ý. Xã 3 ¤«, � p = 0.5 �, �� t = 17 �S�Ý®��p(�

� 100%, �,¢S�¹ØU��dS�Ý, �U`²�¹), ¤± t = 17 ´ n = 20!p = 0.5 ^

�e��`���. dã 3 ��±�Ñ, � n �½�, 3 t ���¤éA p ��`����c,

S�Ý�X p �~�
Jp. ,	lã 2(b) �±�Ñ, � t = 17 ��� K ¡E¤I�m��

1.3 × 10−3 s. d	, 3U(�©��³VÇ p é���¹e, ÀJ������ t ����pS

�5Ó��UJp�Ç. ~X, � p = 0.01 �, t = 3 ��S�Ý®��p(�ã 3), d��� K
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¡E�m=�� 0.25 × 10−3 s(�ã 2(b)).

(the probability of decurity)

= t 1 +t 2

+ +1

= t t
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 t 
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ã 3 ��K�S�5

Fig. 3 The security of K

6.2 \)��mÿÁ

¢�æ^ ThinkPad Core 2 CPU, E425 @1.90GHz, C �ó?§¢y 1 024   RSA ú�\

��{±9 64   DES é¡\��{. ¢�±zg\)����&E�~, ÿÁØÓ>þ�¦�

me�\)��m, ¢�(JXã 4 ¤«. lã 4 �±wÑ: DES \)��m�é RSA \��

méá, �±�ÑØO; RSA \)��m�X>þ�¦��mO\
�5O\; RSA \)��

m�éuk��m�'~Ä�´½��é�, =�� 0.46%. ~X(�ã 4), �U>L3 12 h S

�¦>þ, \)�Ñ�� 200 s, =Ók��m 12 h � 0.46%.

ã 4 \)��m

Fig. 4 Encrption and decrptin time
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6.3 LaplaceDÑZ6�J�y

�
�yLaplaceDÑZ6é>þêâk ε-�©Ûh�o, b��|�U>L3 20 min S

¢��¦�>þêâ, Têâ3 0∼1 kwh ��SCÄ���m�54O. Ø���5, b��©

ÛhY² ε = 1, �¦>þêâ�(¯Ý ∆1(m) = 1 kwh. �
÷v ε-�©Ûh, Laplace DÑ�

ÅêÑl ©Ù. ã 5 ´Z6c�êâ�é'. lã 5 �±wÑ, Z6c�êâ��é�, ôÂö

Ø�U�âZ6��êâíÿÑ�U>L^r�^>5Æ(=��m�5O\), �y
 Laplace

DÑZ6� ε-�©Ûh�o�J. ,	, lã 5 �±wÑZ6��êâ¢^5Øp, >åúi�

±3uÙêâ�c, éZ6��êâ� Fourier Perturbation Algorithm (FPAk)[18]C�JpZ

6�êâ�¢^5.

ã 5 Z6c�êâ�é'

Fig. 5 The comprison between the original data and the disturbed data

6.4 �15'�

3©z [1] ¥, �U>L)¤�\¶¿³/�\¶[27]¢��¦>þ. |^MF¼ê MD5 é

©z [1] �Y¥�\¶?1
¢y, ¿3ØÓ>þ�¦�meé�\¶�)¤Ñ���©�Y¥

	ï³y PPC �)¤Ñ��
'�, (JXã 6 ¤«. lã 6 �±wÑ: �\¶)¤¤I��

ã 6 �\¶ÚPPC)¤Ñ��é'

Fig. 6 The comparison of generation time between ring signature and PPC
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m�X>þ�¦�m�O\
¥�5O�, Ù�éuk��m�'�Ä��½��� 0.1%; 


PPC )¤¤I��m�éuk��m�'��Ä��½�=�� 0.04%. �� PPC )¤�Ç

��u�\¶)¤�Ç, �©¤JÑ�>þ�¦�YkéÐ��15.

7 o (

�©ÄuShamir(t, n)�������Y]¶�U>L�° ID )¤	ï³y PPC, �U>

L³/ PPC ¢��>åúi�¦>þ. >åúi�â�U>L�¦�>þ&E9 PPC ?1©

�>d�O¤, ÙØ�¡�U>L�° ID Ã{½&^rÛh. 3�½^�e>åúi�¡E�

� K )� PPC ¼��U>L�° ID ¢y>¤��J�5. |^ Laplace DÑZ6�U>L¢

��¦�>þêâ, ?�Úü$>þêâ3DÑ¥���
E¤�^rÛh�³ºx. ¢�l

±e 4 ��¡�y
JÑ�Y�k�5Ú�15: S�5�½þ©Û9�`��� t �(½!

�m�Ç�ÿÁ©Û!Laplace DÑZ6�ε-�©Ûh�o�J��y©Û±9�Y�15�

'�. �e5�ó�´Jp PPC )¤�Ç±9?�ÚJp©��S�5, ~X, XÛ¦>åú

i3Ø�¡gC©�Å�&E��¹e¢y>¤��J�5.
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