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Abstract: Authentication and authorization are critical to ensuring the security of data
and services in software systems. To satisfy the need for authorization management during
the development of the next generation information platform for East China Normal
University’s Graduate School, this paper proposes an access domain-based authorization

module and uses Spring Security components to implement a hierarchical, configurable,
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high-performance privilege interceptor. The approach can effectively defend against
popular network attacks, such as session attacks and CSRF, guarantee low latency for web
service access, and provide a flexible way to meet the frequently changing authorization
requirements of faculty from different schools and departments.

Keywords: authorization; authority management; access domain model
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Fig.1 Process flow diagram of typical user request
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Fig.2 User login and authorization chart
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Fig.6 Process of authority interception
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34 @NamedAttributeNode(value = “"pages”) },

35 subgraphs = @NamedSubgraph(name = “"pages”,

36 attributeNodes = @NamedAttributeNode("pages"))),

37 @NamedEntityGraph(name = "restAPI.roles",

38 attributeNodes = { @NamedAttributeNode(value = "roles”) }) })

39 public class RestAPI extends EntityId {

9  RestAPT SRR SLARIE & X
Fig.9 Definition of entity graph in RestAPI
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17 @EntityGraph(value = "restAPI.roles",
18 type = EntityGraph.EntityGraphType.FETCH)
19RestAPI findRestAPI(String api, String httpMethod);
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Fig. 10 Implementation of authority service interface based on RestAPI entity definition
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Fig. 12 Response time of business request
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