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Abstract: Authentication and authorization are critical to ensuring the security of data

and services in software systems. To satisfy the need for authorization management during

the development of the next generation information platform for East China Normal

University’s Graduate School, this paper proposes an access domain-based authorization

module and uses Spring Security components to implement a hierarchical, configurable,
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high-performance privilege interceptor. The approach can effectively defend against

popular network attacks, such as session attacks and CSRF, guarantee low latency for web

service access, and provide a flexible way to meet the frequently changing authorization

requirements of faculty from different schools and departments.

Keywords: authorization; authority management; access domain model
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Fig. 2 User login and authorization chart
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Fig. 3 Entity relation diagram for authority module
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Fig. 4 Role configuration interface
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Fig. 5 Authority configuration interface
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Fig. 6 Process of authority interception
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´, é URL �:�´3 AccessDicisionManager¥���.

3.3.2 URL :�

Spring Security Jø
 PreAuthorize 5), ^u3�1^r�¦��{�c?1�ÖÜ6

þ����ä. du3z��ÑÖ��þV\T5)O\
XÚmu�E,Ý�Ø|u�Ï�

o, �d·�ÏL5�zURL ´»��ª (=3 URL ¥½ÂCþëê±9·¶5K), ¿ÏL�

KL�ª����ª5¢yÄu URL :�����y.

äNó, �^r�1�é½?Uö��, ¬�A^ÑÖìux��URL �¦, ¿�T�

¦¬��,
ëê^u�¤äN�Ö. XJ�¦¥�)
¯a&E (XÆÒ!�óÒÚnÜ�Î

^�), XÚK�1d�â�ÃI¦�½����y (ã 7 Ð«
é��ÆÒ� URL �¦���

�yL§); ÄKT�¦K�À�ÊÏ�¦, =�1�
�5��¯5�y.

URL URL

ã 7 é��ÆÒ��¦���y6§ã

Fig. 7 Verification process for requests with a student number

~ X � � Æ Ò � ¦ � URL I � ÷ v ± e ü « 5 K � �: � � ¦ ´ » ¥ � ¹ Æ
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) Æ Ò, ~ X � �/api/xj/students/{sno}/profile^ u � Î Æ ) � & E { 0, � � Î Æ Ò

� 10000 �Æ)�, ò{sno}O��10000; � �¦ëê¥�¹ëêsno, ^u�½ÆÒ, ~X�

�/api/xj/students?sno=10000^u¼�ÆÒ� 10000�Æ)�Æ7&E. XÚU
l URL ¥

J�ÑÆÒ, ¿Uìã 7 ¤«�6§?1���y.

éu���óÒ��¦���y�ã 7 aq, ØÓ:3u���I��ä�c^r´Äk

��+nT�ó¤3Ü�. éu�¹nÜ�Î^���¦, Äk��ä^�¥´Ä�¹ÆÒ!�

óÒ�&E, XJ�¹, Kk?1ÆÒ��óÒ����y, ,�2?1Ü��y, ã 8 Ð«
ä

N�y6§. XJ´Ø�¹¯a&E�ÊÏ�¦, Ò�ä�c^r���UÄ�¯T URL =�.

URL

ã 8 é��nÜ�Î^���¦���y6§ã

Fig. 8 Verification process for requests with a query condition

4 5U`z

3XÚ¢y¥, REST ÑÖ��´ÏL JPA (Java Persistence API) 5�¯��L¥�ê

â. Ð©¢y��¦^JPA Jø��Î��5�1õéõ½ö�éõ�Ì	�ë��Î, ,

3N^��ÑÖ�Ñy
�A�Ýú�¯K, =“n + 1 �Î”¯K. ùp, “n + 1 �Î”¯K´�

�¦^ JPA �Î���¹ n �	��¢N� (z�¢NéAêâ¥¥���L), T¢N¥(²

�z�	�Ò¬�)�g�	��Î�¦; ��¯���¹ n �	��¢N�, XÚÒØ�Ø

�1 n + 1 ��Î; XJ¤�Î�¢Né�kõ�� (=êâ¥¥�õ^P¹), z�¢Né�Ñ

¬�1�	� n g�Î, Ïd¬E¤�Î�Ý��ü$. du��+n�ÑÖ���1ªÇé

p (=¤k^r�¦ÑI�Äk�1���y), Ïdé��+n��è5U`zé��XÚ

óäk�©��¿Â.

�
)û“n + 1 �Î”¯K, 3��ÑÖ���¢y¥æ^ JPA2.1 ���#A5, ¢Nã

5) (½ EntityGraph 5)). T5)U
½Â=
	�á5´I��Î�, ��±�¹õ�i@

�Î. 3�Î�1�, ��æ^¢Nã��{�', JPA ¬�â¢Nã�½Â)¤�^�¹¤I

�Î	�á5� SQL �é, Ø´ n + 1 ��Î. du¢Nã´ÏL5)�ª��3¢Naþ,

¿3¢NaéA� Repository �Î��¥�¤é¢Nã�N^, ØI���Î��, ÏdU


3ØUC��¢y��¹e)û“n + 1 �Î”¯K, ��J,XÚ�A�Ý�8�.

ã 9 Ð«
 RestAPI ¢Na�¢Nã½Â, Ù¥ RestAPI ¢Na� Role ¢NaÚ Page ¢

Na�mäkE,�	�'é'X (�ã 3), X�¯ RestAPI ¢Na¥,� roles á5� pages

á 5. RestAPI � ¢ N ã � ¹ 
 2 � · ¶ ¢ N ã(NamedEntityGraph): restAPI.all Ú

restAPI.roles (1 31 �1 38), Ù¥, restAPI.roles¢Nã^u�éÑ RestAPI ¢Na¥� roles

á5,  restAPI.all¢NãK^u�é RestAPI ¢Na¥¤��¯� roles á5Ú pages á
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5 (1 33 � 1 34), ± 9 Ï L ½ Â pages � f ã 5 � é z � roles á 5 ¤ ' é � pages á

5 (1 33 �1 36). dþ��, ÏL½Âfã±9fã�mi@'X (�)õ?i@�Î), ¢

Nã�±é�B/(²XÛ�¯õ�¢Na.

ã 9 RestAPI ¢Na�¢Nã½Â

Fig. 9 Definition of entity graph in RestAPI

ã 10 �Ñ
 RestAPI ¢NaéA� Repository �Î���¢y, =3 findRestAPI �{

þ, ÏL¢Nã5)N^ã9 ¥ RestAPI ¢Na½Â� restAPI.roles ¢Nã, Ù¥1 17 �½


T�Î��¦^�¢Nã¶¡, 1 18 K�½
êâ\1�ª.

ã 10 Äu RestAPI ¢Nã½Â���ÑÖ��¢y

Fig. 10 Implementation of authority service interface based on RestAPI entity definition

(Üã 9 Úã 10, ·��±uy, ¢Nã�±é�B/3���.þ½ÂE,�êâÿÀ

(�, ÏL3éA� Repository �{þ�Ú^���.þ®½Â�ÿÀ'X, d Spring µe3

N^��ÑÖ���)¤�A�SQL ë��Î; ��Î(J�£�, Spring µe¬�âÑÖ�

�½Â�êâÿÀ(�, ò(JµC¤éA����.é�, l��~�muó�þÚJ,Ñ

Ö����A�Ý�V8I.

5 ¢ �

�
�y¼�^r���ü«�{3¢S¦^¥�5U�É, ÄkSC
 1 � Centos7 ÿ

ÁÑÖì, ��
 8 �Ìª� 2.40GHz � Intel Xeon CPU E5-2630�¡, S�� 16 GB, ^�N

þ� 4 TB �=�� 7200 r/s. �e5, ·�3TÑÖìþÜÝ
éA� 2 @ïÄ)�&EXÚ,

¿�\
 40 000 ¶ïÄ)�Æ7&EÚuÀ�� 600 õ¶��ó�âÒ.

1�|¢�ÿÁ
 5 «^u¼�^r����¯�¦: ^r�¹; -¹�Ú; ¼�Ç��¡;

¼�^r�Ú�¼��Ú�L. ÀJù 5 «�¯�¦�Ì��Ï3u: 1�, ù
�¦´��+

n�¬�Ø%õU; 1�, �ù
�¦éA�¼�^r��� SQL �Î�9
¤k����L,

¿�I��1E,�ë�ö�. 3¢�¥, z«�¯�¦��Å�1
10 g, ¢�(J� 10 g

�¯�¦�²þ�A�m.

ã 11 Ð«
`zc�Ä����¦Ñ�é'. lã¥�±w�, �`zc��¯�¦��

A�Ý�', `z���¯�¦��A�ÝJp
 4 � 10 �. Ì��Ï´3XÚ¢y¥, ¼�Ç

��¡��1ªÇép (A�¤k�Ö�¯�¦ÑI�N^¼�Ç��¡�ÑÖ), Ïd`z�
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Fig. 11 Response time of authority request

1�|¢�ÿÁ
ü«ØÓ�Ö�¯�¦, = REST �Î¥´Äk^râÒ&E (3¢y

¥, ¤k� Web �¯�¦Ñ¬N^éA�REST ÑÖ, k
 REST ÑÖ� URL ¥´I��ë

ê�). äNó, ·�ÿÁ
ü��~^�Æ7ÑÖ: Æ)©��Î�ü�Æ)�Î. cö^

ué'`zc�“�nÜ�Î^���¯�¦����y”��A�Ý, �öK^ué'`zc

�“�âÒ��¯�¦����y”��A�Ý. �
�Ø“�âÒ��¯�¦����y”�K

�, nÜ�Î^�¥Ø�¹ÆÒ.

ã 12 Ð«
`zc��Ö�¯�¦Ñ�é'. l(J¥�±uy, �`zc��{�',

`z��“nÜ�Î^��y”��A�ÝJ,
C 25%, `z��“�âÒ��¯�¦���

�y”��A�ÝKJ,
C 30 �. Ì��Ï´: éâÒ����yI��1õgõLë��

Î (�ÚL�âÒL¥�	�Ñ¬���g�	��Î), Ïd�Çé$; `z�=I��1�

^ SQL �Î, Ïd�Ç��
4��J,. éu¢S^rN�ó, `zc��¡�A�Ýé

ú, �Ü©3 1 s ±þ (#\1“Ç��¡”I� 3 s �m��A�m, “ü�Æ)&E�o”�

¡$�I� 5 s �m��A�m), ^rN��~�; `z��¯�¡��A�ÝÑ3 1 s ±S, 4

�/Uõ
^rN�.

ã 12 �Ö�¦��A�m

Fig. 12 Response time of business request
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6 ( Ø

3¢S Web A^¥, ��õU�����+n�¬´�æ^�XÚ¥êâ�ÑÖS��Ä

:, ¿�Ù¦þ��ÖI¦�I�ÄuT�¬5�O¢y. �©�âuÀ���ÆïÄ)�+

n¥�¢SI¦, ¿(Ü8c'�61� Spring Security µe, �O¢y
���éT�ïÄ)

�+n²����+n�¬. �©�[�ã
���¬��¯��., ¿ÄuT�.¢y
�

«õ�?!���!p5U���:�ì. ����é3¢S¦^L§¥Ñy��Ç¯K?1


`z. ²L¢SÿÁy², �©�O¿¢y���+n�¬äk�p��y�Ç, U
÷vï

Ä)�&E²��¢S¦^I¦.
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