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Novel image encryption algorithm based on self-adaptive diffusion

and combined global scrambling
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Abstract: In light of the limitations and locality problems of the bit permutation process

in existing bit-level encryption algorithms, a novel algorithm for self-adaptive diffusion

and combined global scrambling was proposed. In the diffusion phase, the reorganization

and subsequent scrambling process of bit planes is performed randomly, so that the

scrambling process is not limited to just some bit planes, and we achieve the effect of

global scrambling. The algorithm employed several chaotic mapping systems, allowing

permutation and diffusion operations to be implemented simultaneously. To increase

sensitivity to plain images and effectively resist attacks, the self-adaptive process of bit

planes was added, thereby further modifying the original image data based on given rules.

Simulation results demonstrate that the proposed scheme is sensitive to plain images and

keys, and can resist Chosen-Plaintext Attack effectively. The cipher image has uniform

pixel distribution and good image encryption.
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0 Ú ó

Àú´<�¼�a�&E�Ì��ª, Àú&E�Ì�5
´ã�. 3O�Å�äE

âÚÏ&Eâ¯�uÐ�Ó�, 3�ä�¸¥�;ÚDÑ�êiã��êþ�´:ìOõ.

êiã�¤�
�ä¥&E�6�Ì�&E1N. ,
�Xã�êþ�O\, �³3�ä

¥�&E��5�õ, Ù¥�)�
�<�Ûh&E!è�D�I[���&E, ¤±�

äã�&E�S�¯KFÃÉ�­À. êiã�����©�ØÓ, äkêâþ�!�'

5r±9P{Ýp�A:, ù¦�DÚ��èÆ�{, XDES(Data Encryption Standard)Ú

AES(Advanced Encryption Standard)A^�ã�\�|Ü��J¿Øn�. 3d�µe, Ä

u·b�ã�\�üÑÚå
2��'5[1-7].

·bXÚäk��Å5!H{5ÚÐ�¯a5�A:, Ù3�èÆ�A^¥äk²w

�`³. Ó�, ·bS��±d·bXÚ{üp�/)¤, �U÷v\�I¦. ã�\��

�æ^�Ï–*ÑÅ�: �ÏL§´ÏLUC��� �5¢y���Ï; *ÑL§´é�

���?U. @Ï¤ïÄ�ã�\��{Ñ�´Äu���¡��ÏÚ*Ñ, ¿ØU�»ã

��k�A5, �
\��J��[4-7]. Ïd, Cc5�5�õ�ïÄXúuÄu'A �¡

�\�, ¿¼�
n��\��J. ·bXÚ�2�/$^�ã�\�Å�����ã. �

��JÑ
U?� Lorenz ·bXÚ[8], 3·bXÚp\\
 x2 �Ú exy �, Ù·b1�L

y���E,, ¿ÄuTU?�·bXÚ?1ã�\�. f����O
©ê�Ú�·bX

Ú[9], ¿$^TXÚ�)��±é²©ã�����?1�Ï, ��ÏL*Ñ���©ã�.

Ping �|^ Tent Ú Henon ·bN�XÚ, 1��ãé1Ú�©O?1�Ï, 1��ã©O

é 8 � ²¡�g?1�Ï[10]; �ÙØv�?´31��ã��ÏL§¥vk ²¡�m

�'A ��. Zhang �uy
ã��ü�S3A5: p ��� ²¡�VÇäk���

��; ã�êiÝ
¥ 0 Ú 1 ��ê©Ù3÷*þ­½, 
3�*þ©ÙØþ![11]. �éù

ü�A5, ©¥$^ CML(Coupled Map Lattice)é ²¡?1�Ï, 3�Ï¥Ûê�Úóê

�� ²¡�êâ�±�g�p�Ï; �Ù�3�Øv´Ûê�Úóê��mØ�3'A

 ����Ï, =�ÏäkÛ�5.

�©Äu Tent Ú Henon ·bXÚ, JÑ
#�'A ²¡��Û�Ï�{, ép (3

�?�L«¥�­��� )Ú$ (3�?�L«¥�­��� )æ^ØÓ�ö�: � é

²©ã�?1 ²¡©), ¿?1g·A�É½$�5?Up 4  � ²¡. � ²¡��

Ï©�ü��ã: 1��ã, ©Oép 4  Ú$ 4  |¤�ã�?1���Ï; 1��ã, Ï

Lüü©|��{/¤ 4 �²¡, ?�Ú|¤�Ì#ã��2g?1����Ï. �²L*

Ñ���ª\�ã�. ù�Òvk
©z [11] ¥ ²¡�Ï��©|��, \��JûÐ.

²¢�©Û��, �©JÑ�ã�\��{U
k�/ü$�����m��'5, k�O

r-|ÀJ²©ôÂÚ®�²©ôÂ�Uå, �ª�\�ã���©Ùþ!.

1 �{�n

1.1 ·bXÚ

·b´��5ÄåXÚ��kA5, ´ÊH�3u��5XÚ¥�y�. ·bXÚ��

�Å5!H{5ÚÐ�¯a5�A:, r¦§3\�+��Úå2��'5. �©^�
±
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e·bXÚ.

(1) Tent ·bXÚ, �§�

xn+1 =











µxn, 0 < xn <
1

2
,

µ(1 − xn),
1

2
6 xn < 1,

(1)

Ù¥, xn ∈ (0, 1), µ ∈ (0, 2), xn Ú µ þ�¢ê. � µ > 1 �, XÚ?u·bG�.

(2) Henon ·bXÚ, �§�







xn+1 = 1 − ax2
n + yn,

yn+1 = bxn,
(2)

´�����lÑÄåXÚ. úª(2)¥, x Ú y ´G�Cþ, a Ú b ��u 0 ���ëê. �


�B?nlÑ�êiã�, æ^ÙéA���lÑN�







xn+1 = 1 − ax2
n + yn mod N,

yn+1 = bxn + c mod N,
(3)

Ù¥, a!b!cÑ´��ëê. � b = 1�, Henon N�¡��¡ÈN�, d� Henon N�´�

_�, Ù_N��







xn = yn+1 − c mod N,

yn = xn+1 − 1 + ax2
n mod N.

(4)

¦^ Tent N�XÚ�±�)���·bS�, ½¡���6. Henon N�XÚ�±^

��IC�, ^ué���Ï�L§¥.

1.2 �{A5

3 Henon N�¥k a Ú c ü���ëêI�(½, ÑuS�5�Ä, T��ëêd��

6(½. ^5�)��6� Tent ·bXÚ´��S�XÚ, �âÐ©�Úëê��±��

¤I�Ý���6S�.

3é\��J�µd¥, ���êCzÇ(Number of Pixels Change Rate, NPCR)´L

«�²©ã��,���u)UC�, ²L\�����©ã��d\��©ã����

�©ã����CzÇ. ¢Sþ, ���êCzÇ£ã�´\��{é²©Cz�¯a5,

�[SNò31 2.5 !?Ø. ?Ø���êCzÇ�8�3u, XJæ^,
ôÂ�{, XÀ

J²©ôÂÚ®�²©ôÂ, 5ôÂ\��{, ôÂö�±ÀJ�½êþ�A½²©ã�Ú

éA�©ã�, ÏLuyÙ¥�5Æ±»)\��{¤æ^���. Ïd, n��\��{

�é²©äkv
�¯a5. þã�¯a5���÷vü�Ä��¦: � XJ,���:

��u)Cz, K\�L§¬ØÓ; � XJvk��:��u)Cz, �´?¿ü�½õ�

��:� �u)
��½Cz
Ù¦:�±ØC, K\�L§�¬ØÓ.

nþ, 3(½ Tent N�XÚ¥���ëê�, QI�Ä²©ã�¥z���:���

�, q��Ä��:� �&E.
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1.3 \��K

Äu���¡�\��{��JØ
n�. Ïd, 8c�5�õ�ïÄÑ´Äu'A 

�¡�\�[1-3,10-11]. �Ýã�Ï~�k���, ����������[0, 255]. ¤±éuê

i�Ýã�, XJr¤k���Ñ^�?�L«, @où
 0 Ú 1 Ï� ��ØÓ, ¤���

&Eþ�ØÓ, äN1 i  'A ¤���&E�±^úª

p(i) =
2i−1

7
∑

j=0

2j

, i = 1, 2, · · · , 8 (5)

5O�[11]. �âª(5)��, p ���&E�õ�
. ã 1 ¤«´�Üã��z� ¤|¤

�ã�, Ù¥ã 1(a)–ã 1(h)©OéAd���1 8, 7,· · · , 1  �?� ¤|¤� ²¡.

    

   
 

(a) 8th (b) 7th (c) 6th (d) 5th

(e) 4th (f) 3rd (g) 2nd (h) 1st

ã 1 ØÓ ²¡¤���&E

Fig. 1 Information carried by the different bit planes

kïÄL², ��n��\��JI�UC�'A �ê8�Ó�Ü'A � 3.3%[11].

Ï�ã�ÊH�3XÛÜ©ÙØþ!�¯K, ¤±\��8I­:¿�¦þõ/UCêâ,


´¦þUCêâ�©Ù, ¦Ùþ!. Ïd, �
�ï\��JÚ�{m�, �{A5­UC

ã�êâ�©Ù.

1.4 ã�\��{

Äu±þ©Û, �©JÑ
Xe\��{, äNÚ½�Xe.

(1) éu�Ì��� N × N ��©²©ã� P , S!µ Ú k �O�úª©O�






















S =
∑

i,j

Pij ⊗ i′ ⊗ j′,

i′ = i mod 256,

j′ = j mod 256,

(6)

µ = α × 2
S

N×N×256 , (7)

k = S mod 103 + 103, (8)
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Ù¥, Pij �ã� P ¥ �(i, j)?����, ⊗�LÉ½$�, α ´Ñ\��, µ �� Tent ·

bXÚ���ëê, k´XÚÐ©S�gê. Ó�, S ò����Dx�)��.

(2) òã�¥z�����Ñ^ 8  �?�L«, dN × N�����1 i  �?� 

|¤�� ²¡ biti, i=1, 2,· · · ,8, Ù¥ biti L«1 i � ²¡.

(3) ^ bit1É½ bit5, éÙ¦ ²¡��Ó�éA�ö�, �/ªz/L«�

bitj = bitj ⊗ bitj−4, j = 5, 6, 7, 8, (9)

ù´g·Aö��L§.  ²¡�m�É½´�ü ²¡¥éA:����?1É½$�.

(4) Ñ\�� x0, �� Tent N�XÚÐ©�, é Tent N�XÚS� k g±�ØÐ�K

�.

(5) é Tent XÚ2S� 3 g, �� 3 �¢ê value1, value2, value3, |^ª(10)–(12)O

�ai, ci, ki, i=1, 2, 3 ���. äNúª©O�

ai = floor(valuei × 103) mod 250 + 5, (10)

ci = floor(valuei × 106) mod 250 + 5, (11)

ki = floor(valuei × 107) mod 5 + 1, (12)

Ù¥, ai ∈[5, 254] �±�y3�YÚ½¥�Ï�~�4à�¹�u), ci ½Ón.

(6) òbit5, bit6, bit7, bit8©O���éA��µ 1, 2, 3, 4 ¥, Xã 2 ¤«. dd/¤


�� 2N×2N�ã�, ã�þ�z���:��¹ 1  �?�ê 0 ½ 1, ± a1 Ú c1 ��

�ëê, |^ Henon ·bN�XÚéTã����:�Ï k1 Ó, zÓ�Ï�ª�: éz�

� �(xn, yn)���:, S� 1 g Henon XÚ��(xn+1, yn+1), ò(xn, yn)?���:£Ä

�(xn+1, yn+1). Ón, é$ 4  � ²¡��Ó�ö�, =òbit1, bit2, bit3, bit4©OéA�

�µ 1, 2, 3, 4 ¥, ±a2, c2 �ëê, �Ï k2 Ó.

1 2

3 4

ã 2  ²¡�­|���ª

Fig. 2 Reorganized placement of the bit planes

(7) UYé Tent N�XÚS� 8 g, ��T = {t1, t2, · · · , t8}, é T ?1m�Ï�,Sü

S, �� ��þPT={t′1, t′2, · · · , t′8}. - p[i]=j L« ti 3 PT ¥� �� j, =

PT
j = PT

p[i] = Ti = ti, i = 1, 2, · · · , 8, (13)

K p /¤����. -B={bit1, bit2, · · · ,bit8}, |^ P é B �Ï���S� R, =k

Rp[i] = Bi = biti, i = 1, 2, · · · , 8, (14)
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w, R ´{bit1, bit2, · · · , bit8}���ü�.

(8) lþãÚ½��, Ri�L
,� ²¡. aquÚ½ (6), ©Or{R8, R1}, {R7, R2},

{R6, R3}, {R5, R4}��éA��µ 1, 2, 3, 4 ¥/¤��#ã�. Ï�z��µp´ü� 

²¡, ¤±#ã��z���:´���¹ü �?� �ê. ��± a3 Úc3(3Ú½(5)¥

O���)� Henon �XÚëê�ÏTã� k3 Ó. ~X, b� Ri=biti, i = 1, 2, · · · , 8, ¿�

3�µ 1 ¥k����:�����(11)2=(27+20)10=129, XJ�ÏL�T:£�
�µ 3

¥, K���C�(11)2=(25+22)10=36, ��u 8th ²¡þ��� 1 Ú 1st ²¡þ��� 1

©O£Ä�
 6th ²¡Ú 3rd ²¡þ. Ù¦�¹Ón. ��UìéA��­Ú ²¡òT

2N×2N �ã�E�¤ N × N ��©ã�, dd��¥m�©ã�.

(9) UYé Tent N�XÚS�L = (N × N)g, ��¢êS�Q={q1, q2, · · · , qL}, éÙ

¥�z��ê��ê:�¡� 1, 3, 5 |¤ 3  ê¿é 256 �{���êS�I={i1, i2, · · · ,

iL}, ò¥m�©ã�U1`k�^SÐm¤��S�P={p1, p2, · · · , pL}. é¥m�©ã�

?1*Ñö�, æ^��ª�

P ′[i] =







P [i] ⊗ S0, i = 1,

P [i] ⊗ (P ′[i − 1] + I[i]) ⊗ I[i], i > 1,
(15)

Ù¥, \{�� 256 e�Ó{\{, S0 �Ñ\��. ��r P ′ C�¤��êiã�Ý
, B

���ª��©ã�. ã 3 ¤«�ã�\��6§.

44

Henon

ã 3 ã�\�L§

Fig. 3 Diagram of the image encryption process

1.5 ã�)��{

\��{¥z�Úþ�_, �)��{´\��{�_L§. ã�)��6§Xã 4 ¤

«.

\�L§¥���k α, S0, x0, S, Ù¥ α, S0 Ú x0 �Ñ\��, S��â²©ã�|^

ª(6)O���. )�Ú½Xe.

(1) ��©���N × N , �âª(7)Úª(8)O��Ñ µ Ú k, ± µ �ª(1)Tent N�XÚ

���ëê, x0 �Ð©�, S� k g±�ØÐ�K�.
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(2) ÏLéXÚ?1S���¢ê value1, value2, value3, ¢êS�T={t1, t2, · · · ,

t8}ÚQ={q1, q2, · · · , qL}, Ù¥L = N × N , |^ª(10)–(14)©O�� ai, ci, ki, i=1, 2, 3 �

��Ú'u 8 � ²¡�ü� R, ¿dS� Q U\�L§¤ã�{���êS�I={i1, i2,

· · · , iL}.

44

Henon

ã 4 ã�)�L§

Fig. 4 Diagram of the image decryption process

(3) ò�©ã�U1`kÐm���S�P ′ = {p′1, p
′

2, · · · , p′L}, |^ª(15)�_$�

P [i] =







P ′[i] ⊗ I[i] ⊗ (P ′[i − 1] + I[i]), i > 1,

P ′[i] ⊗ S0, i = 1,
(16)

��¥m�©P , TL§�_*ÑL§.

(4) ò¥m�© P  ²¡©)�� 8 � ²¡ biti, i = 1, 2, · · · , 8, �â R ò 8 � ²¡

©¤ 4 |{R8, R1}, {R7, R2}, {R6, R3}, {R5, R4}, ¿©O��ã 2 éA��µ 1, 2, 3, 4 ¥

/¤��#²¡ Y , ±a3, c3���ëê, |^ª(4)¤«� Henon _N�é Y ¥�z�:?

1�Ï, TL§� Henon _�Ï. Ón, ©Oép 4  Ú$ 4  /¤�²¡?1 Henon _�

ÏL§.

(5) g·AL§�_L§, =éu ²¡?1�gª(9)�O�, ����²©ã�� 

²¡, ,�ò 8 � ²¡U�~^S­|, òz���:� 8 � 01  L«=�¤�?�ê=

���ª�)�ã�.

2 ¢�(JÚ5U©Û

�ý¢��²©ã���Ýã� Peppers, ��� 256 × 256 ��, Ù¥Ð©�x0 =

0.567 812 345 6, α = 0.987 654 321 01, S0 = 155, �âª(6)��S = 7 714 235. ã 5(a)¤«

�²©ã� Peppers, �âã 5(c)��, )��{U
¤õ)����ã. �ý¢�± Visual
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Studio 2015+Opencv3.3 ��¢��¸.

(a)  (b) (c) 

ã 5 ²©ã�!�©ã�Ú)�ã�

Fig. 5 Plain image, cipher image, and decrypted image

2.1 ��ã©Û

��©Ù��ãU�*/�«ã�¥����©Ù. ²©ã�������¬©ÙØ

þ, ôÂö�±|^ÚOA5ôÂ5¼�ã�¥�k^&E; 
�©ã�¦�ôÂöJ±l

¥��kd��&E. �©ã�¥���©Ù�þ!, K\��{�n�. ã� Peppers �²

©Ú�©���©Ù��ãXã 6 ¤«.

5 000

4 000

3 000

2 000

1 000

0
0 50 100 150 200 250

(a) 

1 400

1 200

1 000

800

600

400

200

0 0 50 100 150 200 250

 (b) 

ã 6 ²©ã�Ú�©ã����©Ù��ã

Fig. 6 Histogram of plain image and cipher image pixels

2.2 �'5©Û

n��\��{I�ü$²©ã�¥����m�r�'5, T�'5�d�'Xê

½þ£ã. O�ã��'Xê��{�, 3ã�¥�ÅÀ� 10 000 ���:�\ X S�, 2

rù
:���:�\ Y S�, üö��'Xê½Â�

ρx,y =
E{[x − E(x)][y − E(y)]}

√

D(x)
√

D(y)
, (17)

Ù¥,

E(x) =
1

n

n
∑

i=1

xi, (18)

D(x) =
1

n

n
∑

i=1

[xi − E(x)]2. (19)
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3��êiã�¥, ã����'X�): Y²!R�!é�ù 3 «. L 1 ¤«�ØÓ

\��{�²©ã�Ú�©ã���'5©Û(J.

LLL 1 ØØØÓÓÓ\\\������{{{������'''555'''���

Tab. 1 Correlation comparison between different encryption methods

ã� �{ Y² R� é�

Peppers

�© 0.005 06 -0.004 98 -0.004 11

©z[10] 0.096 88 0.002 31 0.011 63

©z[9] 0.003 00 0.005 40 0.006 50

©z[7] 0.000 71 0.002 16 0.014 89

Lena

�© –0.002 71 –0.004 07 0.008 80

©z [10] 0.003 63 –0.004 52 0.002 08

©z [9] –0.001 9 –0.003 5 0.007 90

Couple
�© 0.000 35 –0.000 84 0.00164

©z [8] 0.002 40 –0.001 50 –0.008 10

Baboon �© 0.005 15 0.000 30 0.003 13

Sailboat �© 0.003 63 –0.000 26 –0.007 59

dL 1 ��, �©ã���'Xê�ýé��~�Cu 0. ù�½þ/`²
�©���

f�'5. ÏL'�, �©�{�'5�¡�Ly�`uÙ¦©z¥�\��{.

Ø
|^�'XêL«�	, ±��ü:����©O��î!p�I£±ÑÑ:ã, T

Ñ:ã��±òÙ�'5�*/Ð«Ñ5, Xã 7 ¤«. ã 7(a)!ã 7(c)Úã 7(e)©O´²©ã

�¥äkY²!R�Úé�'X�����/¤�Ñ:ã, 
�ÙéA��©ã��Ñ:ã©

O�ã 7(b)!ã 7(d)Úã 7(f). lã 7 ¥��, ²©ã�������mk²w��'5, 
é

u�©ã�, Ñ:ã¥�:©Ùþ!, ÎÃ5Æ, L²�©\��{é»��'5kûÐ�Ly.

2.3 &E�©Û

/Ï&E��VgU½þ/£ãã����·Ï§ÝÚ©Ù�¹. � X ��ÅCþ,

X = {x1, x2, · · · , xn}, p(xi)�xi�ÑyVÇ, K'u X �&E� H(X) �

H(X) = −

n
∑

i=1

p(xi) log2 p(xi), (20)

Ù¥, p(xi) ∈ (0, 1), p(xi)�Ú�u 1, �½0 · log20 = 0.

d&E��L�ªH(X)��, X©Ùþ!�, �������. 3�Ýã�¥����k

256 �ØÓ��, X©Ùþ!�duz����3ã�¥Ñy�ªÇ� 1/256, d���n��

� 8. $^�©JÑ�\��Y?1\�����©���� 7.997 2, ù`²Ù\��JûÐ.

L 2 Ð«�´éØÓã�\����&E��9�Ù¦ØÓ\��{�J�é'.

2.4 ��¯a5

��¯a5L«3��u)UC��©¤éA�Cz§Ý. O���¯a5~æ^��{

´4���ê�u)é���Cz, ¿O�üg\��ØÓ�©��É, ù«�É¡��Ýþ�

�. �Ýþ���O�úª�

EC,C′ =
1

m × n

m
∑

i=1

n
∑

j=1

(Cij − C′

ij)
2, (21)

Ù¥, C �^�©��x0, S0, α?1\�����©ã�, C′�UC����2g\�����

©ã�, m Ú n ©OL«ã��pÝÚ°Ý. �©©O^UCx0, S0Úα����5\�±��

ØÓ��©ã�, ¿Ú�©�©ã�?1'�, (JXL 3 ¤«.



70 uÀ���ÆÆ�(g,�Æ�) 2019 c

200

175

150

125

100

75

50

25

0

0 25 50 75 100 125 150 175 200

250

200

150

100

50

0

0 50 100 150 200 250

200

150

100

50

0

0 50 100 150 200

250

200

150

100

50

0

0 50 100 150 200 250

250

200

150

100

50

0

0 50 100 150 200 250

200

175

150

125

100

75

50

25

0

0 25 50 75 100 125 150 175 200

(a) (b)

(c) (d)

(e) (f)

ã 7 ����Ñ:ã

Fig. 7 Adjacent pixel scatter plots

LLL 2 ²²²©©©ããã���ÚÚÚ���©©©ããã������������

Tab. 2 Information entropy of plain image and cipher image

ã� �{ �©ã�&E�

Peppers
�© 7.997 2

©z[10] 7.996 2

Lena
�© 7.999 3

©z[7] 7.999 4

Couple
�© 7.992 0

©z[8] 7.990 1

Baboon �© 7.991 8

Sailboat �© 7.991 3
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LLL 3 ���ÝÝÝþþþ������

Tab. 3 Gray mean square error

�� �Ýþ��

(bx0, S0, α) 10 876.15

(x0, bS0, α) 10 900.52

(x0, S0, bα) 10 926.79

3L 3 ¥, x̂0 = 0.567 812 345 61, Ŝ0 = 156, α̂ = 0.987 654 321 02, =©O´déx0ÚαO

\ 10−11
!éS0O\ 1 ���.

2.5 ²©¯a5

æ^²©¯a5©ÛU
½þ/µ�²©ã�u)��Czé�©ã��K�. ²©

¯a5©Û�{Ì��)���êCzÇ(NPCR)Ú8�z²þCzrÝ(Unified Average

Changing Intensity, UACI).

(1) NPCR �O�úª�

NPCR =

∑

i,j

D(i, j)

m × n
× 100%, (22)

Ù¥ D �½Â�

D(i, j) =

{

1, C1(i, j) 6= C2(i, j),

0, C1(i, j) = C2(i, j),
(23)

Ù¥, C1 �ò�©²©ã�\�����©ã�, C2 �ò�©²©ã�¥�,���?U 1  

�?� ���#ã�¿?1\�����©ã�.

(2) UACI �O�úª�

UACI =
1

m × n

∑

i,j

|C1(i, j) − C2(i, j)|

255
× 100%. (24)

éuØÓ�ã�, ÏL�Å?U,���:��#�²©ã�, ¿éÙ\����©ã�,

��O�Ù NPCR Ú UACI, (JXL 4 ¤«. L 4 �¢�(J�L², �©\��{é²©&

ECz¯a, ¿Uk�-|�©ôÂ.

2.6 ���m©Û

���m´ïþ\��{´ÄU
-|¡ÞôÂ��I, ���mv
�âU-�¡Þô

Â. �©\��{¥����)^u�)·bS��Ð� x0!XÚëê α ±9*Ñ�ã�ëê

S0, Ù¥ x0 Ú α ´V°Ý¢ê, 64 bit �O�Å¥V°Ý¢ê�k�°Ý��� 10−14, ���

�m��� 1014×1014×256>2100, ±8cO�Å�O�Uå, T\��{Uk�-�¡ÞôÂ.

LLL 4 NPCR ÚÚÚ UACI

Tab. 4 NPCR and UACI performance

ã� NPCR/% UACI/%

Peppers 99.588 33.455

Lena 99.616 33.470

Couple 99.615 33.559

Baboon 99.631 33.373

Sailboat 99.600 33.658
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3 o (

�©¤JÑ�ã�\��{´Äu'A �¡�\�, ¿��Ï´�Û�, ÏdUk�»

�ã�êâ©Ù�ÛÜØþ!5. Ó�, �©�{¥\\
g·AL§, ��
ôÂ1�, XÀ

J²©ôÂ�, �5
���]Ô, ¿�Or
\��{�²©¯a5. ¢�êâL², �©�

{�»
Ù¦Äu���¡�\��{ÚÄu'A �¡�ÛÜ�½�Ï�\��{�Û�,

�'uÙ¦�{¼�
�Ð��J. �©©Ol NPCR!UACI!&E�!²©¯a5��Ýé

¤J�{?1
ÿÁ¢�, (Jw«, T\��{Ñk�Ð�Ly. Ïd, �©JÑ�\��{

k�p�S�5Ú�Ð�A^cµ.
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