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Abstract: In light of the limitations and locality problems of the bit permutation process
in existing bit-level encryption algorithms, a novel algorithm for self-adaptive diffusion
and combined global scrambling was proposed. In the diffusion phase, the reorganization
and subsequent scrambling process of bit planes is performed randomly, so that the
scrambling process is not limited to just some bit planes, and we achieve the effect of
global scrambling. The algorithm employed several chaotic mapping systems, allowing
permutation and diffusion operations to be implemented simultaneously. To increase
sensitivity to plain images and effectively resist attacks, the self-adaptive process of bit
planes was added, thereby further modifying the original image data based on given rules.
Simulation results demonstrate that the proposed scheme is sensitive to plain images and
keys, and can resist Chosen-Plaintext Attack effectively. The cipher image has uniform

pixel distribution and good image encryption.
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Tab. 2 Information entropy of plain image and cipher image

B4 Hik B EGAE B
A3 7.997 2
Peppers SR [10] 7.996 2
Lona AL 7.999 3
SCHR[7) 7.999 4
AL 7.992 0
Couple R[] 7.990 1
Baboon b, e 7.991 8

Sailboat A3 7.991 3
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Tab. 3 Gray mean square error
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Tab. 4 NPCR and UACI performance

SR NPCR/% UACIL/%
Peppers 99.588 33.455

Lena 99.616 33.470
Couple 99.615 33.559
Baboon 99.631 33.373

Sailboat 99.600 33.658
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