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Fine-grained privacy-preserving framework while ensuring

data usability in trajectory databases

XIONG Sheng-chao, WU Xia, PENG Zhi-yong
(Computer School « Wuhan University , Wuhan 430072, China)

Abstract: The privacy of trajectories has aroused a wide concern. In previous works, rarely
have the differences between different sensitive locations been discussed, nor the differences be-
tween different applications (eg: for advertising and for emergencies). While in fact, some sensi-
tive locations are more important and some applications ought to be granted the access. In this
paper, to meet different privacy requirements and data utility requirements, we propose a fine-
grained privacy-preserving framework which allows the users to specify which locations are visi-
ble to some applications and invisible to others at the same time. In addition, since most sensitive
locations are relevant to stay points and a significant stay in a sensitive place may last longer than
the ordinary places, we also propose an efficient approach to distribute invisible location samples

along the nearby popular visit sequences. Experiment results indicate that our framework per-

Wk H 91 :2015-06
He 100 - BT R HTIT ST E AT E (2014070504020237)
— B e B BRI A BT O IR ﬁ%&ﬁ@'ﬁ?&ﬁ%ﬁ.
E-mail: shengchaoxiong91(@ whu. edu. cn.
THEE R OB E R A R T R B A B E-mail: xiawu@ whu. edu. en.
WEEE . 2R B B 2 WA, 058 )7 i . E-mail: peng@ whu. edu. cn.



553 AE TR L 45 - DR AR HOHE TP A AN R BE L R AL DR AP 7 6 97

forms efficiently without introducing significant performance penalties.

Key words: trajectories privacy; location visibility; fine-grained
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; start < previous place before entering the sensitive zone;

: end < following place after leaving the sensitive zone;

: flag < false;

: advance(start,end) ;

;. if flag then distribute the invisible location samples along best path ;

else output “No solution”;

I3 . advance(start, end)

1:
2
3
4
5

6:
7:
8:
9.
10

14

if start or end exceeds the range then

return;

. end if
: find all frequent patterns starting from start and ending at end;
: calculate the total stayDuration of each path;

maxStayDuration <- the maximum stay duration among all paths;
if maxStayDuration <Z requiredStay then
start = start->>prev; endplace = end->>next;
advance(start,end) ;

: else
11.
12,
13:
:cnd if

flag < true;
select a candidate path that satisfies the semantic constraints;

set it as best path and return;
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tm = to3

; if St Sa then

return ty;
else
SE= Sr— Sa;
for each location sample with tag € SE do

derive all invisible location samples within the same sensitive place;

call AFPSearch to find a path and distribute the location samples;
update ty ;
end for

return ty ;

: end if




553 SRV 45 < DR R AT P e ) 2407 20 T8 B A R 4 U5 R 101

it FH AT AL R AT OB AR m] A A B 1) 1 8 e 90 B A 4k I 3 BT os A 4 T AR SCHR i —
o B B B 00 B A R BIHLR. 7 A B — A 1) R B9 23 3 5 B A SRR R A U 338 ek T
VI RFE I R Z AR UGB . 24 25 %E W 587 81 B4 2GR U S S i RO T
4 53 S 1) T J2E W D4 2R B 4R B DE TR LAk Y R s L e T BT ) R A Y S
R B R 252 I 18] 5 MIAR AT UM ZE 5 I00 rb 2R AT o DT S 1 X6 29 328 5030 A 114 3 s 451

@ @ (support, durations)

B3 — A gy ) i B 7 51 R

Fig.3 An available index of frequent visit patterns

2.3 BRAAGRY 5 R T R A 2 B

JIT AT WERA B 7 T ) — 4 A [ LA 2 A T 194 B 22 e AR 3 vl P o Al s 5 3 0
Prodd. X BRARE AT P 47 I B8 2 45 B0 19 m P i ok A A ELAS S5 B A 5 20
JEE AL R4 RE 88 7 ) 1T 5 Bt SR EL A Al 1) B RA DR 47 A [ IRF o A A58 3t 45 X i 4 mT 44 14
SR AR AL BT B SCRRAE E AT B0 B AL DR AP I AR A XA [R] #0817 2 47 DX 4
— L R B AL SR rh B AT A B AL SRR BB L AT 24 1] 7 4 sl M 5% & 7 38 50 #) i
Pt R TR R, I ELARAR ME G 2 ] A AL B B AL oK

FET o8 JE B SEAR L A SC I S A R P 7 SRS IS 2 e P T BB 68 AL M
AT B AR R AATE K. X T a] A5 BB T L RV R A AL (R R R R B ]
AR AR A i P 45 3o 4 57 P A 2 P R i 58 R & T 19 00 T 19 B A SR s X 50
B AT R AR B A RO 5 o TS RS2 AR R LI I FUA R B2 AN AT DL ) B e L A B
A BEAT ORAP L T L KRR R A I SR T A B0 48 2R W, X HCHRR T I Y 5 e B % e 2]
. BEAN 2T BT A B PR I R AR R T B S R R AR N T L R R ERAE
SN BIUIE REF OR BE L AN AE TR R IR 5 TS T8 B LA B T A0 38 oA 4 8 IR 55 ) L3 i
JHI o BERD B 47ty SR By A T T -2 B S WA o (ELARRS 7 TP ) A 22 e D) 2 o 20T

3 R

RSO R Y 00 0 K50 B S b mt s B 3l P B LS AT B OB A A dn P 4
R 8 A X S RO A R AT A BT 1) R S (W B A5 AR AR X SRR R 10 70 i i
FN L B K A v it AT A B ) 07 ' 4 B0 B g I R R /B SE & L I 5 B
s B S rhoal DLFE Y Bl R0 4R rb 9000 5 A B8 s A B 057 Y 8 ) R O )
i o T 430 B 470 425 4 1 B ) AR D) Bl 2 s 34

A R 28— B IX A 1 000 2% B3 347 95 S5 07 0] (0 8 7 51 i) 2 40 95 [ 25 S e



102 AR T R 27 24 4 CH AR B2 O 2015 4F

FUARE S HE B B Ry 20 0 s, FRATTAG i T AN 6 BT R A IS0 AR B U I 4 BT A1 R
Bl AR A R AR TR B ((Pys:26), (P, :191), (P :38), (P, :166) , (P
8)) W H A SO (R Vi ML KD ABENLE Py J&— A B BURAT & 72T
WBRFAGRAF B s Poy 5 Poy o8 B E AR B A R S S A T Py N 2R
S — N I, AT RRAA R YR P AE B A ((Phs 226D, (P, :395) ,(P5:8)) .

Z- L 180 —o— frequent visit patterns
/ 160 - - -®- - time cost ///"
o -—--®-—-—-9
140 o
e----o
= g 120L-7"
\/r g [ 3
I g = q
= 100 |
—
80+
-
= = 60 -
\ RN

40 1 1 1 Il 1
800 1000 1200 1400 1600 1800 2000
database size

5 i 5e S 0 B 3 A

Fig.5 Patterns of various database sizes

f . ;
[WHT=77r TP =N —~ S

4 0l S0 06 40 4 A
Fig. 4 Snapshot of the distribution

/ e

/ S~
/
/

G[o,zs, 55900,213, 560] °[0A903, 3415] 6 [0235.671.7]
° [0.239,3984.4] a[am, 3488.2] 6 [0.343,6830]

P 6 Ay ) Y 51 4 5] S

Fig. 6 Real example of frequent visit pattern index

U R 1 B AL PR AP B 25 I — A 3R] B T 5T U B 0 B R R B T B AR A
2 P AP A A BEURA 75 5K ARAR A X AN (] 26 1 8 I3 107 P A7 X 8. AR SCHR T —
Foft R 14 5 bR A 00 A00RE B BEURA PR 37 T 58 5 TP AT A 3 A ) AN [ I8 P R AN () R B
AN B i B U5 AR AR s 78 SCaB 2 1 — Fof A3 2880 G 913 v 3o 28 O T DL ) B 38 e B Y
JPE AT T LB TTAN . SR A5 R A SO Y B BLIE B RA DR P 7 SR RE S TR A AL 5
J B[R] I U R BN BN R B AH.



553 SRV 45 < DR R AT P e ) 2407 20 T8 B A R 4 U5 R 103

1]

(2]

[4]

[5]

L6]

[7]

(8]

Lol

[10]

[11]

(& % X W]

PELEKIS N, GKOULALAS-DIVANIS A, VODAS M, et al. Privacy-aware querying over sensitive trajectory da-
ta[ C]//Proceedings of the 20th ACM International Conference on Information and Knowledge Management.
ACM, 2011: 895-904.

FERRAIOLO D F, SANDHU R, GAVRILA S, et al. Proposed NIST standard for role-based access control[ J].
ACM Transactions on Information and System Security (TISSEC), 2001, 4(3). 224-274,

BERTINO E, BONATTI P A, FERRARI E. TRBAC: A temporal role-based access control model[ J]. ACM
Transactions on Information and System Security (TISSEC), 2001, 4(3): 191-233.

BERTINO E, CATANIA B, DAMIANI M L, et al. GEO-RBAC: A spatially aware RBAC[ C]//Proceedings of
the 10th ACM Symposium on Access Control Models and Technologies. ACM, 2005. 29-37.

CHANDRAN S M, JOSHI ] B D. LoT-RBAC: A location and time-based RBAC model[ M ]//Web Information
Systems Engineering. Berlin: Springer, 2005 361-375.

YOU T H, PENG W C., LEE W C. Protecting moving trajectories with dummies[ C]//Proceedings of the 2007 In-
ternational Conference on Mobile Data Management. TEEE, 2007. 278-282.

TERROVITIS M, MAMOULIS N. Privacy preservation in the publication of trajectories| C]//Proceedings of the
9th International Conference on Mobile Data Management. IEEE, 2008 65-72.

ABUL O, BONCHI F, NANNI M. Never walk alone: Uncertainty for anonymity in moving objects databases
[C]//Proceedings of the IEEE 24th International Conference on Data Engineering. IEEE, 2008 376-385.
KROHN M, YIP A, BRODSKY M, et al. Information flow control for standard OS abstractions[J]. ACM
SIGOPS Operating Systems Review, 2007, 41(6): 321-334.

HUO Z. MENG X. HU H. et al. You can walk alone: trajectory privacy-preserving through significant stays pro-
tection[ M]//Database Systems for Advanced Applications. Berlin: Springer, 2012; 351-366.

XIE K, DENG K, ZHOU X. From trajectories to activities: a spatio-temporal join approach[ C]//Proceedings of
the 2009 International Workshop on Location-Based Social Networks. ACM, 2009 25-32.

(REHE F 2)



