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Abstract; In this paper, we propose a privacy preserving framework for efficient computation of
trajectory similarity. Based on the well-known homomorphic encryption and Yao’s protocol (a.
k.a Yao’s garbled circuits) which have been proved to be secure, this framework enables two
parties to compute the similarity of their trajectories without revealing the actual trajectory to the
other party. By exploring the computation characteristics in the course of trajectory similarity e-
valuation, this framework combines both homomorphic encryption and Yao’s protocol, where
each is used in a different step in the computation of trajectory similarity to improve the perform-
ance. Experimental results show that this framework can significantly reduce the computation
time compared with existing methods.
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Fig.1 Computation of trajectory similarity based on DTW algorithm
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Fig.2 Circuit module design of trajectory similary computation based on Yao’s protocol

e T ) R B AR v o Sk AR BB 1 I 1) 5 A0 4R 3OS B0 i Sk B S R 2 R R B i
i A A L B SC s EL R SO FH T B 5 0 R A OUEE T T T A IE A P 2 15 05 A ) 45 1
TEOLT AT — 7 BB G L R BUAH 265 8. BRI B rp (U e &5 myp o =
DTW(P,Q) fi# % , Wi G- IE T 3153 7 v e A b ) 40080 1) 22 4

PR Sy S B B8 7 FRL I S P 2 A B AT L T DA TE R 2 B T P AR TS BR S R
FRAE SN HAB PR AE. Kolesnikov!™ 45 i, —/> L-bit AN Baca] LLd i L A 1 AL p94hn 2
SEILL T SEEE 1A 1AL AN AR TR BAR B 1 IR S ERAE A Lobit (A 2RI L R 54
PE. [FIBE, AT AGE 75 3 — A~ L-bit B3k soc b ms 544E 217 — 2L K ; —A4> L-bit (1 5/
{H e e T SR L G —4 L-bit A9k oc W 544k L k.

M Alice WL | P |=m ,Bob ML | Q[ = n Bl 2 26 i 73 5 A L-bit i %
BOERTR MaTH #E DTW AR5 3 v, e 98 FH BRI B 57 O (B T SRR B m % IR
JH 0 SRR - — 2 UK E N R BRI G — 1) (n— 1) IR R T AH AR
R AL T S S R 161 2mn —m —n+ 1) + 2L Gnn + 2m + 2n — 3) K.

3.3 ZEA AN M Yao PrLH ik

T WS T DA L A BRI 2 7 7 (i S FR L R Yao B SCSE B0 H B AR [
Shy R 3 3 RN 3 F B 0 (08 P ol A5 B3 5 2 B R G A L Hh S SR T R R i B R
WAFIEFE  AH L 2, Paillier [a] 25 0 %5 J7 ik A5 58 O SC . [RIARE , 78 J0 56 AH 1B 57 3 #5 1F
R Paillier [R) 25 0 % 7 2% 52 30 0 fie /I B8 426 DI D05 88 6 ok Bt AL 80200 A7 Jom fie 2 54
i AEMEBE L AR A0 Yao B T2 H T 28 =R oy ik, X a0 AR A0 BE T A4 R P i R TR
A BB AN R 1T B8R A SR i IR 25 0 28 3R G2 R Yo B30, DT 85 2850 b 52 o 29 328 A AL
FETTH. FEIX A7 P LI I X =2 T A R PG B - 5 (B s 3038 5 Paiiler W] 25 0%
T GBSk v RO 1) 8 4 2 SRR — 25 R Yao P SCRY i N B OR L FRATT B R R ¢



555 ) R B L 45 — o 8 285 0 £ 4 R AR A BT 30 A AL JEE T B AE 4 159

SR UM WS 5 07 5, B Bk AT i T B .

Alice:

(D Fe A7 P A7 Wi 2 - 7 (B B I 8 Enc (0%, »

(2) FEAE—RVIBENUE R={risrasrs s srip .1 )

(3) i Enc(8%, — R) = Enc(6%,) « Enc(R) "5 Enc(s%, —R)

(4) %% Enc(81, — R) %5 Bob.

Bob:

(1) % Enc(6t, — R).

FEA TR o FRATTRT R R B A R L AN 3 TR A2 AR T AE A A B v
() 300 A8 ST o A7 30 T B 3 B Ah i H A B T RS

DTW DTW DTW
DTW[i-1][0] d[i][0]-R R [i-1161  [1G-17 [-16-11 d]G]-R R

Y \ 4
2-ADD

2-ADD

DTWTIi][0] DTWIi][j]

P 3 A B R o B B A B

Fig.3 Updating module of similarity matrix

PRl Sy B L 5 1 D7 (L SR R RH L 32 R I B 5 o 9 Ak S ) 30 o i DA A 2 2% JBE 3 A s
PIAS TR B 2 . e BRI B P O (BB AR 20« Alice %5 2 3m + mn YO B HRAE . Bob &
Zom WNNVEE RN mn Y EARAE. TR BEHE 0 IR S S B AF 2L C(hmn — 2m — 20+ 1) IR

4 FIEREHH

XFF LA B ) =R O T 7 B e, = R K IR A 44 S DTW-Paillier, DTW-
Yao Al DTW-Hybrid) . 81738 & 52 5 JE 47 7 M A8 L 5. S5 50 1 AR 55 2% 19 2L AR i o 2
2.53 GHz CPU,256GB RAM, centos 7 Fl JDK 7. sz, Alice F1 Bob 2 [a] () 3 {3 i i
Socket SZHL, SIS AN FEAEAR AT H A4S BT E 5 =

S U R B O B L — RS 15 . S TR TE I B 1 & A L S
gt —fd ] 1024 (7% Paillier fil %5 &R GeE 47 A% B 45 4E L A2 2 PEAH Y T 80 A7 X Fr 2% 41 . fff
FH T 75 35 I I 16 500 B 5 KU S 1/2%0 #E B S By op 52 4 0T DL Z s AN

S T IR T K B RE A R M B B DUE KO 10 DL 10 K E] 100, S T E
5 i FR AT 5 Alice FIl Bob 54 B B (9 B A AH [H] A4 K 2



160 AR T R 27 24 4 CH AR B2 O 2015 4F

4 VOB T SRS AT BT JE P 4% S AE Alice OIS 7 ISE T A7
& FEUEAE Bob S IEATI IR S5 h. WP th T LA B) DTW-Paillier #6 I K , DTW-Yao 3
YT A SR HEHY DTW-Hybrid 08 B b, S5 =15 10 5 5 B 0 B o0 T AR i R 30k
9 27 ) 55 UL 2 0 7 I B AELJ 762 1) R 00 e 40 3R M0 35 W 2 LT I
JE TR R 60 DTW-Flybricd 5705 9 0 33880 48 € 1 76 L35 K Ty 100 I, 0% 42 5 1
200 1.

25000

20 000

15 000

B E]/s

10 000

5000
0 10 20 30 40 50 60 70 80 90 100 0 10 20 30 40 50 60 70 80 90 100
——DTW_Paillier-#-DTW_Yao —+DTW_Hybrid —+—DTW_Paillier —# DTW_Yao —+—DTW_Hybrid
¥l 4 DTW_Paillier, DTW_Yao 1l DTW_Hybrid B 14 fE 8
Fig. 4 Performance comparison about DTW_Paillier, DTW_Yao, and DTW_Hybrid

WA iA . DTW_Hybrid 48 P> B 56 T Paillier [5] 250% & 48 09 B G B B F J7 (6
AL T Yao PRSCAYARMBIRE RE B S8, FRATT 20 508 X P AN B BE A s [l 47 1 e it 22
1 Alice ¥t A1 G2 3. 47 € Bob S i [8] G 31 . I 5 0T RAFE 21 P B B 04 16k 18] 5 22 i 45
AR 5 AR B B A AT AR — L

800 - 600 -
700 1 5006
600
2 500} © 400 -
E 400} E 3001
£ 300+ =
200
200} l
[ | g |
o _ull | wll
10 [20 [30 [40 [50[e0]70]80] 9 [100 10 [20 [30 [40 [50 60 [ 70809 [100
AU RE R i ST 2| 51026 |42|62]69]103[142|170 wAFDURE AR ST 4 |8 | 1428 |46 |65 |70 |104145][172
wRkRBER T s 5 [ 22 [ 44 | 83 136178 234]332[ 416 520 wik BB ] 6 | 16 30 | 54 |87 [113]148|207]261](335

5 BRSO {EL T 55 00 L 32 4 19 BT 9 1 R ML 4
Fig.5 Performance comparison about computation of Euclidean distance squared and

updating of similarity matrix

M5 L& B, 4 DTW_Hybrid A, B BB S 5 (8 3R AR X 4 78 A4S O i
M T 75 % e Ay, R e IR R B S O (T R AT 0 — 2 AR A B T O R R 4 A
PR ARG AT ). AR SE S b A AT AR X R 7 O (A T AT T — 2 ik
k)5 ) DTW_Hybrid B REANE] 6 Fron. [RIFE . 22 EIA Alice St M1 4E it , 47 €128 Bob i
WA G531, ATLLE B, 6 6 AR ARET , Alice 19380 Ia) K 290k /0 20 K 19 19% L 1fii Bob
{1 T B3 BSF Ji] R 2 s 3] DR 1Y) 24 %%,



555 ) R B L 45 — o 8 285 0 £ 4 R AR A BT 30 A AL JEE T B AE 4 161

i E) /s

700 - 450
600 F 400
500 350
—thread=1 - 300 - — thread=1
400 thread=6 @ 250 thread=6
300 =200 +
150 b
200 30
100 +
100 50 |
1 I 1 1 1 1 1 1 ] 0 1 1 | 1 1 1 1 1 1
0 10 20 30 40 60 50 70 80 90 100 10 20 30 40 60 50 70 80 90 100
K6 HARMEZLRMMERELE
Fig. 6 Performance comparison about single thread and muti thread
bt R

ARSCHR T — ORI B FA B B I AR DL BE TS HE SR, X HE SR BE A8 W £ 35 A3 03k iy w9 7 A

REAS B BR 1 B2 AH AL EE LA A HE A AT AT A5 8 5 DT[] FE BR3P 7 P 757 09 20328 50 B L. I A
SRR IS0 AR R RE B B A RS I A Yao BRSC, RFIR S T IHAIERE. Lk
SRR AHEZL ] WA T 2 A 9 fR 37 BoRL B BB AL 3150 07 3. 1@ 20 Mr R L A
SR AL B2 JBE i o v T RIS R AL B 2 B R B WG B e/ IME R R RS R OR(E
TEPESF AT X AEA SO BT R AE L p S T A5 B R S B R — 28R A S A B A
i LAt — A A AS SO A TR AE 2

(1]
2]

[3]

[4]

[5]

L6]

(7]
L8]

9]

[10]
[11]

(& % X k]

B, F/NE. R AR EORBF R LT, RN, 2011, 34(10) ¢ 1820-1830.
PV, /NI, B3, PrivateCheckIn: —fP 88 itk 22 [ 25 b i B30 B A PR3 7 3L LD 1. 3 HEE PSR, 2013, 36(4) -
716-726.
CHEN L., OZSU M T, ORIA V. Robust and fast similarity search for moving object trajectories[ C]//Proceedings
of the 2005 ACM SIGMOD international conference on Management of data. ACM, 2005 491-502.
ABUL O, BONCHI F, NANNI M. Never walk alone: Uncertainty for anonymity in moving objects databases
[C]//Data Engineering, 2008. ICDE 2008. IEEE 24th International Conference on. Ieee, 2008: 376-385.
GRUTESER M, GRUNWALD D. Anonymous usage of location-based services through spatial and temporal cloa-
king[ C]//Proceedings of the 1st international conference on Mobile systems, applications and services. ACM,
2003 31-42.
LIN, LI T, VENKATASUBRAMANIAN S. t-closeness: Privacy beyond k-anonymity and I-diversity[ C]//Data
Engineering, 2007. ICDE 2007. IEEE 23rd International Conference on. IEEE, 2007 106-115.
DWORK C. Differential privacy[ M]//Encyclopedia of Cryptography and Security. US: Springer, 2011 338-340.
DWORK C. Differential privacy: A survey of results{ M]//Theory and Applications of Models of Computation.
Berlin Heidelberg: Springer, 2008 1-19.
DWORK C, LEI J. Differential privacy and robust statistics{ C]//Proceedings of the forty-first annual ACM sym-
posium on Theory of computing. ACM, 2009. 371-380.
RG], /N TR ) B R A R AT 25 A B AA DRI LT DL THREHLEE IR . 2014(4) ¢ 018,
DENG K, XIE K, ZHENG K, et al. Trajectory indexing and retrievall M]//Computing with spatial trajectories.
New York: Springer, 2011: 35-60.

CREHS 171 50



