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Abstract: The development of power networks is a trend of the future. These networks
allow the two-way flow of power resources between users and power systems. As the key
node for connecting users and energy systems, smart meters contain a large volume of user’s
power transaction data and identity information, which leaves the potential for a breach of
private user data. To protect the privacy of the user, an identity authentication scheme
for smart meters, based on blockchain technology, is proposed. The smart meter’s identity
information is processed using the Merkle-tree principle and stored in the blockchain;
with this, the authentication of the smart meter’s identity is realized and the identity
information cannot be modified. Additionally, it breaks the connection between the user’s
identity and their power data, preventing internal and external hackers from obtaining
private user data. The integrity and validity of the transaction data are guaranteed by
using the characteristics of blockchain technology.
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DX 3ok 5 R A 4 B IR SR, i ML ) LR 3% = X (M PUL, M PRy), DX B
P EEBEHLEL A FESE A I (M PUL, MPR)ES A S AP PURN = f(MPUL, \)FIFLE]
PRpy = f(MPRy,A).

B HE A A H R LR 1) 3L 3% 2 S I (M PU, MPRy). 1 REHL R L&
—ANBEHLEL r IS5 G TP (M PUy, MPRy)EH BN PUsy = f(MPU,, ) RIFLA
PRsy = f(MPRy, 7).

2.2.2  FIHE IR G M

PR P BEFA, JEORIER g F R B M5 B AE VIR R R A Rk, BATTRIH Merkle
P2 Je B G2 B R 2R T3 A B RAIE S ST T AL BE. Merkle A% 1) 32 2 U AR g v 3L T
L[] A R BRI, A DG B AR 4 0 A R T DA R AR AN YT s (R B s ek, T
A I AN Merkle A% 117 J50B3EA T 150 .

WE 2 s, B45 8 D; WA Hy = h(D)(i = 1,--- ,8) V£ Merkle B I35 25, A
4 SR LA T 55 S A A, 18 Hyg = h(Hy, Ha). WIS, B o A i 45 05
Hig = h(Hy4, Hsg). MBI RIEE 1) Merkle B, BEAN 45 pi 20 1) 52 0 48 T LIE k#4555 FIAH
R STATIOAUE. MBI Dy B, WUFRSRAGAR Y A Hyg FG5 05 (Hy, Hay, Hsg) IR1HE, IFAKIK
WWH Hy = h(D1), Hia = h(Hi, H2), Hi4 = h(Hi2, H3a), Hig = h(H14, Hss), )5 Wik v 515
B H g FSAF AR A A Hog A2 A AR, SAT AR 1R A B 0 A R B . i T AT
WA V5, I LABGAIE 1) JlAS JE 3 11

BREH R G0 M R B 3 FToR, B RE RS B S A RN 5 05 B R M RL
M AP, bl P4, S0E 5, KeEdH, PSS E R, RE%E L ¢ =




55 5 ) FEARCR, S50 T DCHRBR ) AE FL AR S 0 IAIE TS 58 139

Epuy.(name, ID, address, number). K58 e LA A WS 05 Brh kR — 5ok
MBS APIETING, tengt 4, JAGE 3 ¢y = Epus,, (name). FHREHENGE L {¢1, ¢2} K
ETEMHLK.

K2 Merkle ##
Fig.2 Merkle-tree

@ ¢ =Epy, (name,>** ,number)

91, b2}

G @ [ i

H,

He=hp) || i)

(name,***,number)=Dpp, (¢,)

3 FRer R G AEN
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ARSI B AR B 3 DGIE Jr SEREA g S 1K) 2 A VERT LE IR 1 PR, AR SCER Y
B RE FL AR B DIE 7 S REE HRARN B ) 24 R AE IS 5 3 M R L B A, BAT SN e Ak
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Tab. 1 Security comparison

Ti% W) A SHEIPN W=7 Dy ee s
Lee2%I7] no no yes no yes
Li%01] yes no yes yes yes
Liu%12] yes no yes yes yes
Saxena’%[14] yes no no yes no
VNS yes yes yes yes yes

4 % %w

MR REV R LI A a3y, B BE s BAT KB B R K, 2 T X (3 e i R B
HNIETT 58, AT B 005 RS2 T RLR ", AN SRS 2 AN BRI S B AN SE I
HL D B ORIk, DX BRI N AL A S I R SN~ Rl e 4, ) Iy ol 7 A sUAE 6, 32 17 &
GE 2 A PERTRT AR, S AR 2 EC UM LAY 2808k S 1 DXCERBESS kil DN 920 3 R 1) BE R 2t
A 28 8 HENS BEINT s RO AT

5 % X #
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