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Abstract: The development of power networks is a trend of the future. These networks

allow the two-way flow of power resources between users and power systems. As the key

node for connecting users and energy systems, smart meters contain a large volume of user’s

power transaction data and identity information, which leaves the potential for a breach of

private user data. To protect the privacy of the user, an identity authentication scheme

for smart meters, based on blockchain technology, is proposed. The smart meter’s identity

information is processed using the Merkle-tree principle and stored in the blockchain;

with this, the authentication of the smart meter’s identity is realized and the identity

information cannot be modified. Additionally, it breaks the connection between the user’s

identity and their power data, preventing internal and external hackers from obtaining

private user data. The integrity and validity of the transaction data are guaranteed by

using the characteristics of blockchain technology.
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0 Ú ó

�X��UÚºåu>Eâ�ØäuÐ, ÙA^¤��3Øäü$, ¦���UÚºå

u>±©ÙªU
�/ª2�A^u�«Ú[Ì[1]. DÚ�>U�¤öm©ä�
ø>U

å, Ó�È>½|�U�¦�«©Ùª>
�ÌNë�>å½|¿�¤��5uÐ�ª³.

�U>L��^rÚ>åXÚ�ë�:, 3>åXÚ¥áuªà��, äk�°á5, Ø=

U
�¤^r��°@yÚP¹^r�¢�^>þ, 
��U
�â^r�¢�>þ&E

?1>U�V�DÑ, ¢y^rÚU
XÚ�k��´.


yk�DÚ>åXÚ´±�.u>��¥%, æ^¥%ª+nÚêâ8¥;��$

1�ª, >åúiäk�p��. 3�´L§¥>åúi�¡^r�ý¢�°, Ó�äk^

r[âÝ�¢�^>êâ, ôÂöÏL¼�ù
êâ, �±ò^r��°Ú¢�^>êâ?

1'é, ?
©ÛÑ^r�F~^>S., é^rE¤�½�d3�x. Ød�	, yk�¥

%ªU
�ä¥, ¤kêâ�8¥�;Ú+n, ��;ÉôÂ, N´E¤êâ�tU½¿�

��J, ØU�yêâ�ý¢5!��5Úk�5.

Ïd, �©JÑ
Äu«¬ó��U>L�°@y�Y, |^ Merkle ä�nò^r�

°&E?1?n¿�;3«¬ó¥, ¦^r3�°@yL§¥�°&EØ�tU, Ó�»�


^r�°&EÚ¢�>þêâ�m�'é5, 3�½§Ýþ)û
8c�U>LÛh�

o¤¡��¯K. «¬óÏLêâ\�!êâóª�Ç!õB��;Ú©Ùª�£�Å�,

¢y�¥%z�©Ùªêâ+nEâ[2], äk&EØ�tU�A:, )û
DÚ¥%zÅ�

�p¤�!$�ÇÚêâ�;ØS��¯K[3]. ò«¬óEâ$^�U
XÚ¥Ø=U


Jp�´��&§Ý, �Uïá�@����J��´NX, éu)��´?1i+, ;�

DÚ>å½|¥�3�bâÚ�â¯K.

1 �'ó�
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�. Yu �[6]|^�\¶¢y�U>L��°@yÚ^r�Ûh�o, �O�E,5ÚÏ&m

���. Lee �[7]JÑ�yÖ�y�Y, æ^�&1n���U>L�uyÖ��ª?1�

°�y, �ØU¢y�U>LÚ>åúi�m�@y. Fan �[8]JÑ
�o^rÛh�>å

êâàÜ�Y, U
-�>��SÜôÂ. Li �[9]JÑ
ÄuÓ�\��êâàÜ�Y, |
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^r�°Ú>åêâØU'é5���oÛh�8�.

Li �<[11]Äu Merkle MFäJÑ
�«@yÚÛh�o�Y, ò>þ&Ey©�eZ

Ü©��Merkle ä��!:, SÜ!:�´l§��f!:�)�, ��¼��!:��,

ÏLP¹'é!:��5�y!:&E���5. Liu �<[12]JÑ
�«�þ?Ï&�Y,

¦^ Lagrange õ�ªúª?1�Euxö@y, �'Li�<��Yäk�Ð�5U. �´ù

ü��Y¿vk)û�
S�¯K. Abbasinezhad �<[13]JÑ
���~�þ?�Ï&�

Y, �±k�/A^u�U>LÚ�C�'�m�S�V�Ï&. Saxena �[14]JÑ
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Äu�þ?�&?���8¥©Ùª@y�Æ, ±©Ùª�ª3�U>�¢N�mJø�

p@y.

Æâ.'u«¬óA^3U
+��ïÄ�?uÐ?�ã, Ì�´éÙ�15?1


ïÄ[15]. Üw�[16]&?
«¬ó3U
pé�¥�ïÄµe9�1A^. ù×[17]0�
«

¬óÚU
pé��m�A5���¹, ¿JÑ
�
;.�A^|µ. oQ�[18]JÑ


f¥%z+n>å�´��{, |^«¬óEâ, ±�UÜ��/ªgÄ�1]7=£Ú�

´&E�;. IS	�k�
è�3}Áò«¬óEâA^�U
+�. {IU
úi LO3

Energy �'A1muúi Consensus Systems 3Ù°���«��
^rïá
��Äu

«¬óEâ���p>�²�, äk#U
u>���^r3÷vg�>åI¦�Ó�, �

±ò�{�>U3²�þ?1�´, 
Ø�6?Û1n�¥0[19]. î� Scanergy �8�3

Äu«¬óXÚ¢y^rÉÚU
����´, T�8��3�´XÚ¥z��ã�mu

ÿ�g�ä�)���¤G�, ¿�U
�øAöJø�«>fÀ1��øy, T�8ÿ�

Ý\¢S$1[20].

2 �Y�O

�!Äk0�
�U>Ló��XÚ(�, ,�éXÚÐ©zL§¥���©�Ú�

U>L�°5þ?1
`², ���[0�
�U>L��°@y�{Ú�´L§.

2.1 XÚ(�

�XU
pé��uÐÚ�'Eâ�A^, ±[Ì½�«/ªÑy�©ÙªU
ò

¬�þ�\�U
XÚ¥, l
¢yU
�V�6Ï, ùÒ¦�DÚ�¥%ª>åXÚ(

�éJ·^. Ïd, �âykU
XÚ�A:ÚuÐª³, ��YòXÚ©�nÜ©: 5

þÅ�(Registration Agencies, RA), «�+nì(Regional Manager, RM)Ú�U>L(Smart

Meter, SM). XÚ(�Xã 1 ¤«, 5þÅ�KIé«�+nìÚ�U>L?1�°5þ, J

ø�U>L�°@y³y, �Øë��´Ú@yL§. �U>L´^rà�>þP¹Ú��

��, ��SC3äk��>UUå�[Ì½�«S, �±�â^r�u>Ú^>�¹�«

�+nìuÑ	>½È>�¦. «�+nì´,�/«�>U+n¥%, �±�y�U>L

��°&E, ¿é�U>L��¦?1�A, ��±�â�/«�>þI¦�Ù¦«�+n

ì?1>þ�´.

�â�U>LO�Ú�;Uå��A:, �U>L3��XÚ¥�À���(:, �P

¹g�Ú«�+nì�m��´&EÚêâ, ¿�;3«¬ó¥. 
«�+nìäk�r�

O�Ú�;Uå, U
�Ù¦«�+nìÚ�«�S¤k��U>L?1Ï&Ú>þ�´,

Ïd3XÚ¥òÙÀ�AÏ(:, ¤k«�+nì|¤é�ó, P¹����´&E.

2.2 XÚÐ©z

XÚÐ©z�)5þÅ�é«�+nì�@yÚé�ó�|¤, ±9é�U>L�°

�5þ. ùpÌ��Ä�U>L��°5þÚ@y, é«�+nì��°@yÚé�ó�|

¤L§Ø?1?Ø.

2.2.1 ��©�

5þÅ�KI���©uó�, �«�+nìÚ�U>LJÑ5þ���, 5þÅ��

Ù©uÌ��é, «�+nìÚ�U>L�âÌ��éO�g��ú�Úh�, ÏLù«�
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ª�±;�����³, äNÚ½Xe.

ã 1 XÚ(�

Fig. 1 System model

«�+nìJÑ�°@y�¦, 5þÅ��ÙuxÌ��é(MPU1, MPR1), «�+n

ìÀJ�Åê λ ¿(ÜÌ��é(MPU1, MPR1))¤g�ú�PURM = f(MPU1, λ)Úh�

PRRM = f(MPR1, λ).

�U>LJÑ5þ��, 5þÅ��ÙuxÌ��é(MPU2, MPR2). �U>LÀJ

���Åê r ¿(ÜÌ��é(MPU2, MPR2))¤g��ú� PUSM = f(MPU2, r) Úh�

PRSM = f(MPR2, r).

2.2.2 �U>L�°5þ

��o^rÛh, ¿�y�U>L�°&E3@yL§¥�k�5, ·�|^ Merkle

ä[21]�né�U>L�5þ&EÚ@y&E?1
?n. Merkle ä�Ì�g�´ïáÄu

ü�\�MF¼ê�ä, ÏL�'´»(:�&E�±�yz��!:�êâ��5, e¡

ÏL��~fé Merkle ä��n?1`².

Xã 2 ¤«, ò&E Di �MF� Hi = h(Di)(i = 1, · · · , 8) ��Merkle ä��!:, S

Ü(:��´Ùü�f(:�MF�, ~X H12 = h(H1, H2). �gO�, ��)¤�(:

H18 = h(H14, H58). ÏL�ï� Merkle ä, z��(:êâ���5Ñ�±ÏL�!:Ú�

'(:?1�y. ���y D1 �, �I¼��!: H18 Ú(: (H2, H34, H58) ��, ¿�g

O� H1 = h(D1), H12 = h(H1, H2), H14 = h(H12, H34), H ′

18 = h(H14, H58), ���yO��

�� H ′

18 Ú����MF� H18 ´Ä�Ó, �k�Ó�âU`²êâ´�(�. du�?1

MFO�, ¤±�y�¤��~$.

�U>L�°5þL§Xã 3 ¤«, �U>Lòý¢Ü{��°&E^5þÅ

��ú�\�, 'X^r6¶, �°yÒè, [Ì4�, ÃÅÒ�&E, ¼��© φ1 =
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EPURA
(name, ID, address, number). ,��U>L3¤k��°&E¥ÀJ,�ü���

^g�ú�?1\�, 'X6¶, ¼��© φ2 = EPUSM
(name). �U>Lò�© {φ1, φ2} u

x�5þÅ�.

H18

H14 H58

H12 H34 H56 H78

H1 H2 H3 H4 H5 H6 H7 H8

D1 D2 D3 D4 D5 D6 D7 D8

ã 2 Merkle ä

Fig. 2 Merkle-tree
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ã 3 �U>L�°5þ

Fig. 3 The registration of SM

Ï� φ2 ´�U>L^g�ú�\�����©, ¤±�k�U>L�h�âU?1)

�. 5þÅ��Â�&E {φ1, φ2} �, �U^g�h� PRRA é φ1 ?1)�, ��^r��

[�°&E (name, ID, address, number) = DPRRA
(φ1).

5þÅ��y�U>L�5þ&E, XJÜ{, K©OO� φ1, φ2 �MF� H1 = h(φ1),

H2 = h(φ2). ò (H1, H2) ���f(:, O����MF� H0 = h(H1, H2). �â Merkleä

�n, ¼� (H0, H1, H2) ¥��MF�Ú�!:¥�?¿���, Ò�±�y,��êâ�

��5Úk�5. 5þÅ�ò H0 �£��U>L, ¿ò (H0, H1) 3«�+nì�é�ó¥

?12Â, P¹3«¬ó¥.

~X, ^r Bob I�?1�U>L�°5þ, Bob ò�[��°&E^5þÅ��ú�

\� φ1 = EPURA
(Bob, 12345678, China, 3), ¿ÀJ6¶ Bob ^g�ú�\���@y&E

φ2 = EPUSM
(Bob). �U>Lò�© {φ1, φ2} ux�5þÅ�. 5þÅ�é Bob �5þ&

E?1)� (Bob, 12345678, China, 3) = DPRRA
(φ1), �y5þ&E�Ü{5. eÜ{, K©

OO� (φ1, φ2) �MF� H1 = h(φ1) = “E0789A1498A220AD828E54A5491BF8D6”, H2 =
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h(φ2) = “B47F40C3269FD01F8FA402E4EFDC3BD0”. ò (H1, H2) ���f(:, O�

���MF� H0 = h(H1, H2) = “DF73C66D2B5977A4F33469C648D7A97F”. 5þÅ�ò

H0 �£��U>L, ¿ò (H0, H1) 3«�+nì�é�ó¥?12Â, P¹3«¬ó¥.

2.3 �U>L�°@y

�U>L3Ú«�+nì?1�´c, I�?1�°@y, Xã 4 ¤«. ��U>L�

«�+nìuÑ�´�¦�, ÄkògCÀ��ü��°@y&E^ú� PUSM ?1\�

φ′

2 = EPUSM
(name), ,�ò�´&E {φ′

2, H0, T, R} ^«�+nì�ú� PURM ?1\�

���©MSGSM = EPURM
(φ′

2, H0, T, R). �U>Lò�©MSGSM ux�«�+nì, Ù

¥ T ´XÚ�mZ, R ´�´�¦SN. �k3k��mS��¦â¬��A, ÏLV\�

mZ�±��­�ôÂ.
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ã 4 �U>L�°@y

Fig. 4 Authentication of SM

«�+nì�Â�&E MSGSM ��, ^g�h� PRRM ?1)�¼�&E (φ′

2, H0,

T, R) = DPRRM
(MSGSM ). «�+nìÄk�y T ´Äk�±;�­�ôÂ. ek�, K«

�+nì3«¬ó¥�é H0, e«¬ó¥Ø�3 H0, `²T�U>L�°vk?15þ.

e�3, K¼�� H0 éA� H1. ,�, «�+nìé φ′

2 ?1MF�O���H ′

2 = h(φ′

2),

�y H0 = h(H1, H
′

2) ´Ä¤á. XJ¤á, KL²�U>L�°Ü{, ?
?1U
�´, Ä

K@y�}.

Ó � ± Bob �~, Bob ò g C À � � @ y & E ^ ú � PUSM ? 1 \ � φ′

2 =

EPUSM
(Bob), , � ò (φ′

2, H0) V \ 3 & E ¥, ^ « � + n ì � ú � PURM \ � � u

x � « � + n ì, Ù ¥ H0 = “DF73C66D2B5977A4F33469C648D7A97F”. « � + n
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ì é �©) � �, k � y & E � � � 5, , � 3 « ¬ ó ¥ � â H0 é � � � é A

� H1 = h(φ1) = “E0789A1498A220AD828E54A5491BF8D6”, , � O � φ′

2 � M F �

H ′

2 = h(φ′

2) = “B47F40C3269FD01F8FA402E4EFDC3BD0”. �â (H1, H
′

2) O���

�MF�H ′

0 = h(H1, H
′

2) = “DF73C66D2B5977A4F33469C648D7A97F”, Ï�O����

�MF� H ′

0 Ú H0 �Ó, ¤±�U>L�°@y¤õ.

2.4 �´L§

�U>L�°@y�¤�U
Ú«�+nì?1U
�´, �±ÑÈ�{�>þ, ��

±�«�+nì	ï>þ. ± �U
�´¥, ^rÚ>åúi��´êâd>åúiP¹

¿8¥��, ^régC��´êâvkÝ��, ¦��´L§�3Øú²5. ¿�êâ8

¥�;, éN´É�ôÂ½�tU. 3��Y¥, �U>L�°@y��, Ú«�+nì�z

g�´Ñd«�+nì3é�ó¥?1��2Â, Ù¦«�+nìò�´P¹��3gC

���«¬¥, ��¼�Pâ���éêâ?1�y¿)¤«¬ó.

«�+nìØ=U
Ú�U>L?1U
�´, ØÓ�«�+nì�mÓ�U
?1

U
�´, Ïd, é��«Ü·��£Å��~­�. 'A1¥æ^�´ó�þy² (Proof

of Work, PoW) �Å�, ÏL“�¶”5¼�Pâ�, ¿�y«¬ó��(5[22]. �
;�

PoW �5��å�ÑÚUþ�Ñ, JÑ
 PoS(Proof of Stake, PoS) �£Å�, �y(:�Å

�), ¿dÙ)¤«¬, ÏLøyÅ��yë�(:¤��y(:.


3��Y¥, «�+nì|¤é�ó, (:�é��, �(:��&Ý�p, Ïd·�

JÑæ^&����ª¼�Pâ��. e5½«�+nìé�ó�Pâ±Ï� 10 ©¨, K

3��Pâ±ÏS, d�c&���p�«�+nì¼�Pâ�. «�+nì��c&��

d± &��Ú�±Ï&��O��Ñ.

z�«�+nì5þ��Ñäk�Ó�Ð©&�� C0. «�+nìzgÚ�U>L?

1�´�, �U>LIé�g�´?1µd, µd(J¬^u«�+nì�&��O�. e

�U>LéTg�´±@��Ý, K�£�µd(J Capproval ���, �U>L^g�h�

éµd(J?1\�, ¿V\XÚ�mZ T , ,�ò�© EPRSM
(Capproval, T ) ux�«�+

nì, «�+nìò�©Ú�´P¹�å?1��2Â. e�U>Lé,g�´(JØ@�,

K�£�µd(J Cblam �K�, �U>L^g�h�éµd(J?1\�, ¿V\XÚ�

mZ T , ,�ò�© EPRSM
(Cblam, T ) ux�«�+nì, «�+nìò�©Ú�´P¹�

å?1��2Â. �U>Lòµd^h�\�, ¦«�+nìØU�Eµd, V\��mZ

�±��«�+nì|^LÏ�µd5�O�cµd.

���Pâ±Ï�5�, «�+nìé�±ÏS�¤kµd?1)�, ¿�âeªO�

�±Ï¤¼��oµdD.

D =
1

n
(k · Capproval + (n − k) · Cblam), k ∈ {0, 1, · · · , n}. (1)

Ù¥: n��´gê; k�¼��µd(J�Capproval�gê. ù«�²þ��O��ª¦&

���O�ØÉ«�S�U>Lêþ�K�, ·^uØÓ/«�«�+nì.

�1i�Pâ±Ï�«�+nì�&���Ci, K�c1t�±Ï�&���dú

ª(2)O��Ñ.

Ct =

t−1
∑

i=0

Cie
−(t−i) + D, (2)
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Ù¥úª(2)�1��� Ï&��é�c&���K��. �ây¢)¹�5Æ, �m�@

�¯�é�c¯��K���, Ïd�
~�± 1�é�c&���K�,·�I�Ú\

��4~¼ê, ¦�± &����­��m�Cz
ü$, 'Xe−x. Ïd,± &��é

�c&���K��dúª(3)O��Ñ.

t−1
∑

i=0

Cie
−(t−i). (3)

«�+nì3é�ó¥2ÂgC��c&��, ¿é¼��p&���«�+nì�

&��?1�y. �yÏL�, äk�p&���«�+nì¼��gPâ��, �¤�±

ÏS�´«¬�)¤, ¿U���½�øy. euy«�+nì�&��Ñy�E1�, K

��T(:�Pâ�.

3 S�5©Û

Äk, Äu«¬ó�XÚ(�, �U>LPk
�õ�ÌÄ�, Ó�z)�´êâ�

P¹3«¬ó¥, ¿©Ù�;3��(:þ, ¦êâØU�tU, Jp
êâ�S�5Ú�

�5.

3^r�°Ûh�¡, ^r�5þ&E�5þÅ�ú�\��;� φ1 = EPURA
(name,

ID, address, number), �k5þÅ�^g�h�âU)�,	ÜôÂöØ�U¼�^r��

[�°&E. �U>L3�´L§¥�@y&E φ2 = EPUSM
(name) ØÓu5þ&E, ´5

þ&E¥�ü���, ¿^g�ú�?1\�, =¦�ôÂö¼�, �éJ°O/é^r?

1½ , k��o
^r��°&E. �â Merkle ä�n, 5þÅ�é�U>L�5þ&E

Ú�U>L�@y&E?1MFO�¼��MF� H0 = h(H1, H2), ¿ò (H0, H1) P¹3

«¬ó¥, ¦�?Û��ÑØUé�U>L��°?1?U, (�
�U>L�°&E�k

�5, ¦@yL§�\S���.

3�°@yL§¥, eüXæ^��?1�°@y, @yöI�¼�&Euxö�ý¢

�°Ú���éA'XâU�¤@y, ùÃ/¥Ò¬¦�©SNÚuxö�ý¢�°?1


'é. ÏL Merkle äé�U>L�°&E?1?n, @yöØI�¼�uxö�?Ûý

¢�°&E=��¤@yL§, ;�
&ESNÚ�°&E�m'é��U5,�k�/�

o
^r�Ûh.

3�´L§¥, 5þÅ��KI^r�°�5þÚ�;, ¿Øë�>U��´, ØU�

�^r��[^>&E. «�+nì3Ú�U>L?1>U�´�, �,äk�'�>þ&

E, �¼���°@y&E´^r,�ü�&E��©Ú�'MF�. Ïd, XÚ¥�?Û

��ÑØUò�U>L�k��°�>þ&E?1'é, k�-�
SÜÚ	ÜôÂ, (�

^rÛhØ��³.

«�+nìòz)�´Ñ3«¬ó¥?12Â, d&���p�(:?1�y¿)¤

«¬, ¦�´êâØU�tU, Ó�äk�J�5, )û
DÚ>åXÚ¥êâØS��¯

K. æ^&���£Å�;�
Ï(:�¶
E¤�]
L¤, 
�«�+nì�&��d

 Ï&��Ú�c±Ïë��´��U>L�Óû½, Ù¦(:�U
éz�(:��c

&��?1�y, ùO\
(:�E«¬�JÝ, �y
«¬ó��(5.

�U>L3ux�&E¥V\
XÚ�mZ T , «�+nì�É�&E�Äk�y�

mZ�k�5, �k3k��mS��¦â¬��A, ;�
­�ôÂ�u).
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�©JÑ��U>L�°@y�YÚÙ¦�Y�S�5é'XL 1 ¤«, �©JÑ�

�U>L�°@y�YU
-�>åúi�SÜë�ö�³^rÛh, äk�Ð�S�5.

L¥“yes”L«U
-�daôÂ, “no”L«ØU-�T«ôÂ.

LLL 1 SSS���555ééé'''

Tab. 1 Security comparison
�Y �¿^r >åúi ¥m< 1n� ­�ôÂ

Lee�[7] no no yes no yes

Li�[11] yes no yes yes yes

Liu�[12] yes no yes yes yes

Saxena�[14] yes no no yes no

��Y yes yes yes yes yes

4 ( Ø

�âU
XÚ�uÐª³, �U>Lòäk�þ^rÛhêâ, Äu«¬ó��U>L�

°@y�Y, ¦^r�°&E��
k��o, ¦SÜÚ	ÜôÂöØUò^r�°&EÚ¢�

>åêâ'é. «¬óEâ�A^¦�´L§�\ú²ÚS�, Ó�êâ©Ùª�;, Jp
X

Ú�S�5Ú��5. JÑ�&���£Å�k�;�
«¬ó(:Ï“�¶”E¤�]
L¤,

¦XÚU
�\�'p�/$1.
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