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Fault-tolerance in NoSQL systems: Principles and system analysis
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(Institute for Data Science and Engineering . East China Normal University , Shanghai 200062, China)

Abstract: NoSQIL data management systems have been widely used in Web data management
and processing applications, for their high scalabilities and fault tolerence. The fault tolerence is
achieved by using new consistency models and data replications in clustered systems. In this pa-
per, the mechanism and implementation details of five representative NoSQL systems, i.e. Big-
table, HBase, Dynamo, Cassandra, and PNUSTS, were discussed and analyzed, after a general
introduction to the principles of consistency preserving and fault tolerent processing. Further-
more, the impact of these technologies on system availability, performance and workload bal-
ance, was analyzed. Finally, their influence on the design of in-memory database management
systems was discussed.
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Fig.2 The process of synchronous replication

AE 1. £ NoSQL R Ge . iIX K &2 58 1A — A1 82 9045 A 2400 il B A I (Failure Detec-
tion) T Bt » A BEAT &0 . BV b Ay 00 28] 0 e e A, o A P 52 SR W 1 R R R A T 2 AT
fal— A 20 3 A0 2N R G0 SE A T8 L 52 BRI A 0 iR ARG 0 7 5 F o0 Bk (Heart-
beat) L « 4 W45 19 21 o 00 k326 00 A I 2 W 4 R R 45 2% I I 0 s 0 R 80 A i 3
D BbAE B A R IZ AR e

£ NoSQL &%, X4 master server £ %] slave server & A= BBz i , i 24 IRk 55 12 75
) AT L H WA A R G RS B S FRUZ S5 R L R 3 TR

| omsacwss |
R SUEHiH

M3 HRR

Fig.3 Failure recovery
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2.1 Bigtable #1 HBase
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4 fr7s. Google WJAR Z Ii H fii Ji] Bigtable 77 fiff % 45 . f0 % Web % 5], Google Earth Fi
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ter server) F1 Z A Jy IR 55 # (tablet server) ¥ A, 2 425717 sl 46 o #2511 L 87 JL L 4B 4 AT SR O
FEL R RS T N AT H A 7 (8 7E A 3B [R) 20 I R o5 4 A AE
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Bigtable Client

‘/Metaday&gtable Client Library|
Bigtable Master |

Performs metadata ops
& load balancing Read/Write
| Big Tablet Server | I Big Tablet Server | I Big Tablet Server l Open()
serves data serves data serves data
ICluster Scheduling Systeml I GFS I I Lock Service }(—

Handles failover and monitoring Holds tablet data and logs Holds metadata and handles master-election

[# 4 Bigtable it 2 45 &5 #4"
Fig. 4 Architecture of Bigtable
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Fig.5 Architecture of HBase
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5. Bigtable il i 43 4 Bl Rk 55 Chubby B SRATAT I 20 2 HA — D16 3 1Y master @A, £
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ARG SEFEE R Chubby HRET W X —ANME— bR 8 SO 3R 15 HE Ath 81 Cexclusive lock) , mas-
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— bR Y S

4 master 5 Chubby 22 [A] ) 2315 2 R} , master 2% 11 IR 45 . (H B A 2B 4F tablet server
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master 8 33U BE AL R 014 # W35 tablet server (1997 3% 1% O - B 19 K 2] B {H 1Y tablet ¥ 43
Ja i # 2 88T Ty AR b AT DO P T SR 5 23 A5 B tablet server | HBase Y
SO AE A 005 5 10 525 5 1 HIDES 52— 0 B A7 A block 1. 4
1A block i L BT A 77 5B B T 500 5 5

() B B0t e — A B A TR TR AR S 3B iy 1 i |

(2) REREHEIA AR @A ATEAFE P XA ERE T e 2k BRI
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1% B0 T I BEAT 15 5
(3) — Rl A G B W80 AE A SO A ) — HL 2R A RE AN b IR AT DL A i
HHLER R 2% 1/0;

(4) R 5y HDE'S $dfs o A 75 5 1 09 20080 1 5.
2.1.2 Bigtable #1 HBase 1t — 20 435

Bigtable #il HBase >R il £ @4 J04 19 75 200 2 R gethfg (0 2 B AR TR i J 3% 5 1
SR B — SOk R R AT 32 2R Bigtable Fil HBase Q0af 76 AN 52 ) 22 46 (1) AT 14 71 AE
AR 3 T 2% it — B0 R L

Bigtable f#E 5% — B0 F A0 Z] A tablet H e N — & tablet server ik 45, Bl master
W F R4 B A FEA tablet server B BRI A Hifth i tablet server IF 76 FH X 4 tablet™, 38
1 Chubby #) & & SIALEI S 223 . B 4C . J5 85 tablet server B 3£ HU Chubby H.J¥4ifi , — H. tab-
let server W PRk & , master ZL4E 2| tablet sever [ B JF 8 2 % i A GEFE 1 B0 5 F 19 tablet
server |1 tablet 2> Bd £ HAth tablet server F.

HBase {43IF iz 2¢ — 3% (eventual consistency) , i i ZooKeeper S SZ M . 56 — , & F' i
F18) BE BT i SR A 2 308 T W5 408 58 5 5 o BT B3R A 4 L) A R UL — ELBRAE R I, A
S % P E B RG BAE A 8 R — B S IR SRR AR A 2 B IR S5 A R
AYSZR 5 55 0 . — A% P G R — IR 55 4% . B B2 RIAE R R G 56 1 & i
B BN R G G A BRI RS LR
2.2 Dynamo #1 Cassandra

Dynamo Hl Cassandra i) $#i 4 By 2L h . REPBRA ENT AW X5 &
AN A B R L AT 5T SR 0 o S T B Ll 0t Gossip BRI AT AR Z ) s AT IR A AT L
A AR JE 4R b 20 Ho s 48 B Oy X lE e B R R B [E] i T A master, SE 3
METADATA 1Y 537 8 4E 25 LR 2.

Dynamo J& Amazon2007 4EHE H 19 3E T Key-value i R MR = M RE LU A7 5 48, 18T 115
55 19 Amazon V- & 1K R 45 AN IE 6 TR

Cassandra J& Facebook {2k Fj P2P £ AR SEHLAY 2 rpO AL 9 25 44 73 A SUA7 il B2 456, Cas-
sandra RGBT HARE 81T 7ERR M Rk A F _E w5 5 A A ko A 3 [A] BSOS T DA AT 4 352
R AR
2.2.1 Dynamo f Cassandra )2 4E HL1H

Dynamo % 1] 2 &I A TUA 19 77 A ARTE R G804 & AT % & 95 S Z (858 3 Gossip AL AR
SN AT B A . Dynamo B FEALE EZA LU WA (1D Bl Bl £, 7E Dynamo Hr,
— M EIEHE R HS K, K+1, -, K+ N-151 N G#lg b Alds K+ i(0<i<sN-1)
EHLLEARG NZALEs i BUE BRI K+ N F 5L ERE T Adles K +i K&,
K+ N it Gossip HLENERAE] K EOE £ 3] K+ F. (2) Merkle Tree" ™ [f] 25, 24 it b}
] T AL K + ¢ AWK NS5 W35 BN Ry K APE 5 il i Merkle Tree #IL1 A H A
R AT U R 257
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= Page Rendering Components

Request Routing

&ﬁﬁ Aggregate Services

Request Routing

- i

Dynamo instances Other datastores

& 6 T AR 55 1 Amazon - &1

Fig. 6 Service-Oriented Amazon Platform

Cassandra [A] Dynamo —#£ 38 1 Gossip FREE & 7 S 0 HE B, I H B % 5%, Cas-
sandra 8 18 P 45 55 1 IR 55 i 07 8055 52 2% RO RS I L At ) DRIt 5 o AL — LA ) 1) — 4
B, S ST R R R 2 il HAb Y S T TS Hinted Handoff #2448 — 419 £
G E 1 b hines BRI A 25 ABIHAL Y £ B TER: — 19 & Bl Node Tool
€ WIHAT Node Repair i SR B4 19— BOrE. fE5 UL SR E ZJ5 W E AT repair, B B PR A
ol

Dynamo >R I HE #8019 J5 AR S0k 1 4% 58— B0 hash™ rp dy 75 5000 549 P 4 o 1 £
AN B A 1) A K AR 28 0 R 3 B A1 B DRIE B 8 B R P < B AR A 1 i 22
ST ELZ A token, B> token X B —A> AT L HEAL BEAE g BEAS AR [R]. A7 ZOHE N L 42 1R
hash (& B 31 (1 52 92055 A5 DX 38 fie 28 A7 it 7 32 R 40019 X8 o 1) 49 B9 A5 | B % Dynamo
SERE R = AN A RS S 2L =4 token:node 1(1,4,7) ,node 2(2,3,8) ,node 3(0,
5.9, FFEUEIS ST key 19 hash {H . AR E hash {BK BOIE A7 TCAE XS I token JIF7E A9 75
LB — T 5 node 4, £ BT fE 2% node 1 F node 3 1Y token 1.token 5 I 5% F|
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node 4, token T 43 Bc )5 I 45 B4 :node 1(4,7) snode 2(2,3,8) ,node 3(0,9),node 4(1,
5) , M I8 2 7 R 35 1 Y H A, DL 7.

BN node 4
4 3 5 j\> 3 5

node 1 node 2 node 3 node 1 node 2 node 3 node 4

7 Dynamo K175 s
Fig.7 Virtual nodes of Dynamo

U TG 1) —BOPE hash, f 67 80 HE 400757 A 20 IE 20 1 i A o 1 9 LY L o 1 R
JIN B RE AV A 03 TE 25 M RE S 55 I ) BV A e 3R L Bl A B R K

Cassandra st %45 m U7 7] 3 2009 28 2 WL ] Dynamo —## R I T —Z Mk hash Bk i@
i& Order-preserving hash function({f ¥ Hash) SZ¥{. Cassandra ) i% it % BB £ H 19—
P hash 5332 ToAL T 5 Ab BEEGE 7 19 AN X 655 0 43 C 8408 1) A 1450 114 B i, AN ] T Dynamo
HE AT S 48072 - Cassandra 2R fi] Stoica 45 A AUV 43 BT hash B 1 &35 2009 51 2005 &
58 routing Fa Y WU T AT A O HH LA A A
2.2.2 Dynamo f Cassandra [ — 204 % 555

fE Dynamo 1, 5 55 22 (19 2 B R 5 # A 19 = AT M (Always Writeable) , Dynamo 44
R FR 43 1 — B R 22 BIAS TR 1 O 2Ok AR AIE 2R 42 19 5 AT I PE. Dynamo H R IE e 4 — 3L
P B 5 275 s 2 18] B SRR AN — B, % P i B B2 BOAS 2 U 9 45 2R . Dynamo Hh i
L ZAHESH NWR,N ARREE 15 0 80 W AR RIS #8175 /9 D15 f080G R AR IR
I B AE A B /0 S8 Dynamo HEESR W+ R> N, DU IE Y A ot — G HL 8 & A s i
IR o 2 /0 RE 5 ) — 10 A7 R KA

Cassandra 5 —%8& 4 C B HL IR IR B e & — Pk : (1) Read Repair. 76 B2 58 B . R4
SR IEURE B R A — B0 W AT — B 5. MR 35— B S OR [A) L A A 6] 19 i
RITEE Y P — B R Sy ONE W), 2357 BIR [0 J 7 J il () — 13 B A J& 6 04T Read Re-
pair, FURAE AT BE SR — AN 2 B i 208 5 24 3% — EvE 245K O QUORUM I, U 7 1352 M
ok 2 B0 — SO 1 B AS 5 R B B AR 25 % i AR R — SR A B B NAEE &
AT s M — ey ALL i), 0 245 Read Repair 58 UG A fE IR ] — 17y — oM 19 B A 25 %
P s (2) Anti-Entropy Node Repair. #33 Node Tool 7135 B 4EP 441 2, i Anti-En-
tropy A FK 1 Merkle Tree Xf 1 & 3020 98 Bl A& 19 A — 2, # j& org. apache. cassandra.
streaming 1T —FPEB K ; (3) Hinted Handoff 1y 52 90 &% 2 — B0k 09 10 AL 15 e, 3920
B & — B I g7 e,
2.3 PNUTS

PNUTS J& H1 Yahoo 22 w4 ) 1) KBRS I % 75 A sU80HE 2 R 48 PNUTS 42 it i A
R 25 79 T 540 A7 it 7 =X AT L Xk T I A ) LRI A A 140 97 SR A A P e 7 L g —
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FEER P E I ARG I HLREE SC I B 301k 1Y T 480 1 i Al Bk 52, LA A it
FAME 22 PNUTS [ RSG5 A 8 iR « R Gk R 43 £ 4 region, £ 4> region {3
TR B SE AL F 514N - tablet controller ZE4 & 2147 i (4 B b (5 B LA I 5 R3S A
Yahoo! Message Broker (DA F ik YMB) /2 3E T topic BT/ & R4 . — H BRI 5
AR R AT ) YMB MR Ny R 42858 1 1. 7R85 5 1Y HE A~ I 1] A 2 SR B VR 7 20 ) 45 2
A region AEIAS . PNUTS X 5] FHAth NoSQL RGE M FeEE . WA RALEsEMHE
SRS E5 4 5 B PRI s AT R TR A T B/ A AL R S B

Iegml 00 pococoooocodbocooomcooog Region 2

| |
I |
| I

|
| |
| I
I I
| |
I I
| I

Routers : ! : Routers

| |
| |
| |
| |
| |

Tablet Controller Tablet Controller

[ | o |

Storage Units

Storage Units

K8 PNUTS &g
Fig.8 Architecture of PNUTS

2.3.1 PNUTS M2 H5 L]

PNUTS jd it YMB PBjj 1 75 5557 2 i v 0 75 e e o DA ze % 1) AS £85I 300 e o 1k 42
YMB fRIUETE—4> Message Broker Hlgsm ML » O & A 09I B AR 215 38 45 topic 1T B &
ZIIRE I L K message ICRTEAN R IS5 4% B2 D RS FORSEEE. BT A 1IH B BRI A S
WA &5 28GR D s A4 28 YMB k.

PNUTS H iy i [ 4R 52 2 48 A i B A v B2 1) 2 & 2R 1Y tablet, G52 i SR g . 14 52 B
IR . B 4% tablet controller M\ source tablet(—Fh 4 E MR B A HiE— M 5. &
A KA S0 B B YMBL ORI 7E AT B BB R AE#RAE source tablet E#EAT s 55 ¥ source
tablet & 2| H A5 region. B HIX MK KM BK tablet boundary 78 &I A (8] {15 [7] & , IF
H A region [ table 7& [a] — I [A] 43 &, 12 5 W 19 I KT 5§ J2 ¥ — 4> tablet JA—~> region
LA 3 5 — A region, Jy ik fo e B2 4K B JF A L 8 23 A1 backup regions g 4 — 4
backup Bl 7.

PNUTS $fl 2 fl Bigtable 44 45 s 17 7] Hs 77 3k 0 0 " I 5 5 WL PNUTS F2 205
HUE A7t oo YMB [RGB U5 R & H AT P e A e 3L S T A g 47 . HBEIL 5 routers
1 tablet controller, A~ [&] f) F P 2x % 43 B2 B A ) ) A7 £ BA. G A1 YMB. PNUTS ) tablet f;
1 2 B0 WK 43 8 i — 412130 5% tablet S0 BITE IR 45 2 b 45 IR 55 2% AT B A0 &5 I
A ETA tablet. £ PNUTS 1, —A> tablet 5 LA M 8ULA G 4558 85 JLT &l sk,
tablet 8 R 1% #1 7r BL B[R 19 server b LA 1 8. R G281 Al n-bit hash p& 0k 15 3] hash
fH HO,H g 0<<HO<C2". hash Z5[M][0, 2" J# 5324 R 24 X [A], BEAS X)X i — 4> tablet.
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TR —> key WL B —4 tablet b, B SEX X 4> key # hash, 73 33X key 19 HO R JFH# R
DX [v) B 5 i o R T 0 e 0 0 B0 AR 107 19 DA 5 DX TR B2 4 W 9 tablet FIAE i 85T, PNUTS
R T 43 2 5 2 He R key B H (key) SRR 40 0 36 K Ho B9 #iE. 8] 8 1 Routers
A, 38— DX R B SR 1) B A7 B A L 3X S WS Oy tablet controller Fif 4, router Ji H 14: 1 46 if)
tablet controller 2K B 5 573871, 24 tablet 23 8] 2 3k [ & 75 2 /0 24 0}, tablet controller {# 1E
TEAE BT B 3l tablet A4 i 7 2% a5 b 3451 i s
2.3.2 PNUTS ) — 8t 5

PNUTS f)— SRR Ay 3 B — B IR & — BV Z 8] WAk per-record timeline
consistency : — F1C P B R AS 42 BEAH ] A9 0T AT SE OB 4 L 18T 9 Iz, timeline B 49
50T 2GR A5G I R AR . X BRI A B R AR A 2 XA timeline R [l — B LA L
HEIA S ZHE timeline [0 §i# 8. 12— BB AL S B R A0S - 558 48 IR — D RIAAE
master, & 5% 10 55 2Z (8] A0 B N7 BN T HE X0 5% 09 I A 5 AE B K 4 master, # 48 TR A
master [ A< & B i WA B2 A0 RY L 3X 3 SRR WA B A HE 52 K2 B S 454 s HOG B
HEAERMPAT 00 P 5 5 33 4510 5k 1Y )Y 515 AL AR %000 S Y generation (B — N
B insert #4E) Ml version (4 —> update #E/EQIH — > version).

Insert Update Update Delete Insert Update
: A T T SR T—
V.1.0 V.1.1 V.12 V.13 V2.0 V2l V22

[ 9 Per-record timeline — F "

Fig.9 Per-record timeline consistency

AR SRV T LA B AL NoSQL 5 48 1Y 25 55 AL i S AH 3G 10 — BOPE R Fr e ol T 2. B4
A 25 B 138 75 DA BE ) 5 b ) W SO0 20 25 A &5 50 Ml 55 e A 25 7 AR v AR i
PeT5 4. Biltn Bigtable Fl Dynamo. 5 # B 52 s 2 J0 57O 2844 . I T BE ik G B el e o {HL
AFE Dynamo [ Bigtable B 75, Bigtable iy 3457 sl 95 7T &, IR 5“4 A 97 Al §E 14,
SRR A S H B I 37 S, DRI AT DA SR BCTRT B — > master 3451 A Y A TR 7 2. Big-
table, HBase,Dynamo,Cassandra,PNUTS & 4506 &k — BRI FENRR AKX E S
FE P B SRR AR 1 R,

10 %o VA 2 808 19 Pk % Bigtable, HBase . Dynamo, Cassandra,PNUTS %541 % 1 NoSQL
FEAit R GEMR D T R AT SE T R M RIRT A A 1 ) A 3 TR ) IR P ) 1 ik R A e
Je& TN P B U ) ) A TG A A P R R0 4R R AR R ) S SE R A L D SRR A TR
BB 2011 48, R U B 7 280k L OR824l i 2 B L R A Mk G o e A
R A ORI A M O SR T PR 7 T R PN SR DN A S A L A A
FTEWEFE 7 0. A7 S 4 B b S A7 At L 22 % 22719 U A1 X 58 B S AR J0T 45 4% S 43 A L 31
TP LAY NoSQL R S8 S AT 16 2 10 3 5 s AR SO — /B2 B b O TN 7 5040 A8 0 F 9 4
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