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Abstract: China has the advantages of scale and diversity in data resources, and mobile internet data
applications, which generate massive amounts of data in diverse application scenarios, recommendation
systems have the capability to extract valuable information from this massive amounts of data, thereby
mitigating the problem of information overload. Most existing research on recommendation systems focused

on centralized recommender systems, training the data on the cloud centrally. However, with increasingly
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prominent data security and privacy protection issues, collecting user data has become increasingly
difficult, making centralized recommendation methods infeasible. This study focuses on privacy-preserving
cloud-end collaborative training in a decentralized manner for personalized recommender systems. To fully
utilize the advantages of end devices and cloud servers while considering privacy and security issues, a
cloud-end collaborative training method named FedMNN (federated machine learning and mobile neural
network) is proposed for recommender systems based on federated machine learning (FedML) and a mobile
neural network (MNN). The proposed method was divided into three parts: First, cloud-based models
implemented in various deep learning frameworks were converted into general MNN models for end-device
training using the ONNX (open neural network exchange) intermediate framework and a MNN model
conversion tool. Second, the cloud server sends the model to the end-side devices, which initialized and
obtain local data for training and loss calculation, followed by gradient back-propagation. Finally, the end-
side models are fed back to the cloud server for model aggregation and updating. Depending on different
requirements, the cloud model was deployed on end-side devices as required, achieving end-cloud
collaboration. Experiments comparing power consumption of the proposed FedMNN and FLTFlite (flower
and TensorFlow lite) frameworks on benchmark tasks identified that FedMNN is 32% to 51% lower
than FLTFlite. Using DSSM (deep structured semantic model) and deep and wide recommendation
models, the experimental results demonstrated the effectiveness of the proposed cloud-end collaborative

training method.
Keywords: privacy protection; federated learning; machine learning; cloud-end collaborative training
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B E N 20. AR F A Android T HILAE s 152 4%, JTORUE I 25 B (] A [i) B, 3kt 3% 282 52
I XTF ARG RE = Az s . FE 2Rt B ff ] PowerMoniter DHFEAL 4TI, i2 H PowerTool T
Bt A7 8 534

# 18R T FLTFlite 5§ FedMNN 7ESm M5 4 B IFER AL, B, HEGEIHIZGR5% M—um =
A B S - B e, SRR UL, FedMNN 4°F- 24 4838 15 0 #€ L FLTFlite i 0 ~ 20%. Jy 1 8™ 5%
et Zhad B ok 09 SEPRINFE, AR SCHTT T % = B EIIN SR AR AN N7 A= )~ 4 DhFE 3G &, HLAK
BN G HEH APP (application) 75/ #EAT U5 9 7 K DIVRE, A 38 17 1) 52 P Sl RE I8 214
TIHE 11 25 3¢ L)W 34 4 6 VI R 1R] . Sk 25 1 0T LA IR, {f 1] FedMNN A% T FLTFlite #4756 1|
YRBT, BEESE AR 19 T T AEAR 32% ~ 51%. BLAh, X He T S A Hi )l 2k epoch 34 & LA K batch size [
255X GRINFE R SE R, SLYR 485 SRR W, HG i A b 1| 5 epoch 23 b 35 48 FH BRI ZRiH DL K B 46
WHAF MY DIFE. 19K batch_size J&, & ARG 2k A S, [F] B S B0 2R D #6 L3k, FLTFlite Y1l 2k
X S M 2 I AR KA # 5 2%, 1 FedMNN X} batch  size AOZE A SRR, ShAEEE K 35T 13%.
S UE ] T AT ] FedML + MNN i 25 3 [ I 2576 3 0 SE PR DIAER T Flower + TFlite. 7EURFE
2 Sl epoch e 3R B BB AR AR — i Y i


https://yann.lecun.com/exdb/mnist
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%= 1 Flower + TFlite 5 FedML + MNN /Il 2 7t #2 i Ul Th 38 37 EE
Tab.1 End-side power consumption comparison between Flower + TFlite
and FedML + MNN training processes

YIIZRAESL epoch batch _size WSk ] /min FHIFE/mA - h R IIFE H /mA - h
FLTFlitelocal 3 100 17.82 8.858 9 4.318 1
FLTFlitelocal 1 100 8.99 4.529 2 2.264 9
FLTFlitelocal 1 1 000 8.04 4.309 6 2.290 8
FedMNNlocal 3 100 18.08 8.658 4 2.946 5
FedMNNIlocal 1 100 9.63 4.1511 1.128 3
FedMNNlocal 1 1000 8.64 3.992 2 1.283 2

3.2 DSSM 5 Deep and Wide # & 3% = [F )| %

A 1) FedMNN i 5 0 FH7E R AT 55 . 8 1 SR 5L T Fed MNN (1) 3 2= Pp ) I 25 4 A 50k
LI DSSM DL &2 Deep and Wide P Fij 1 72 5074 A0 RS 2% > (B 8 R R 4T T 5556 = M AR 55 359 3 3 7
PC &4 I, SR PR i ] Fed Avg 512, Ui o i8R 50 B8 O 5, w4 3l 2k epoch 1% # 2 2.
S AS RIS — IR R A WAL AT PEAS , ] AUC (area under the curve) fE NI 46 F5.

Movielens1M (https://grouplens.org/datasets/movielens) £ #& £ B4 % /5 44 B8 Asf 6] L g F 2003
AE 11 H BB IRSE, BT 2003 4F 12 H 31 H 098l 48 Rl 2 e . [R]Es R o O I 4 v i HH P
TE SR A Py A7 Ry, 5 L U FE Y 2R A h A AT A B P . X5 U SR Bals R A7 B AL B3R A, 4 H]
PRI AR N IEAEAS, TERTA B LS TP BEHLRAE RS T AR M P B AR BOATE SRR AR [
B2 1 2 3. BERTERAE S A b, BEHLAh I ARl ST 09 50 J7 2 80 VR S AN ] g 152 2 1 DI 2R s

Avazu (https://www.kaggle.com /c/avazu-ctr-prediction/data) ¢ 4 £ #i 4 # = % torch-rechub
(https://github.com/morningsky /Torch-RecHub) H & F Avazu £ 45 () AL B i T Il Sk A2 Ko o
R, IYINZREE b BEA LA ICELAR A ST (1 30 T3 2 B A S A ) o 000 150 8 RO VI 2R B8 . DA 2 R 3 Y485
AT LA HY K S 2 B R I 2 ] T 3 400, 7 3 0 38 48 457 A [R) B0 I 00 T, 3500 22 15 s M 52
Tz BRI N SR, PT DABE e A A S SI0RR B2, 7 T /0 (938 1 48 450 T S8 ARG T 3 i PE .

% 2 7£ MovielensIM + DSSM §% 8 AUC

Tab. 2 DSSM AUC on Movielens1M for each round
3 BERH AUC
70.47
72.63
74.18
74.85
75.18
71.10
73.31
74.82
75.57
75.86
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T W N = Ok W N~

4 EEWMREILER A%

41 RGRM
i 5 DR R VI R IR R 42 15 Al i o0 A SO MR AL B, fE 24 e s B S BBRN 2. % R Gt
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P> F2 B LR s 45 F0 2 I 55 4, HLARM AN IR 4 7. 5 IR 55 e S (R L A 2R 5 55 BRI IR 55
Ui 15 2 B (PRSI A7 5 TR 2 T e

% 3 7£ Avazu L Deep and Wide §4EH) AUC
Tab. 3 Deep and Wide AUC on Avazu each round

BB S EE AUC
1 1 53.45
1 2 57.08
1 3 59.27
1 4 60.68
1 5 61.67
3 1 53.97
3 2 57.70
3 3 59.85
3 4 61.19
3 5 62.11
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Fig. 4  Architecture of cloud-end collaborative training prototype system
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i 5 s, wAEBH (P aifedml ) J5, £ 8 Upload #41, BT 58 s AcPa 2 A

SE BN JT , AT TE s 1 55 b R F B E B L b FAY A . WK 6 R, ST ] 6(a) TH
PRk, Zx LA 6(b) B S . 4k2E S 6(b) Ay EAMEREHL (Set Private Path), Be441
PEAEAE I 42 (/storage/emulated /0 /ai.fedml/movielenslm/client 0), BRI AT 58 B¥ FH 45 Hb foORA B 152
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Fig. 5 End-side device data access interface
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