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Fault-tolerance in distributed in-memory database systems
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Abstract: In the big data era, distributed system has been widely deployed and applied

in various fields. Nevertheless, the more nodes involved, the higher probability of system

failures may occur. It is important to introduce fault-tolerance mechanism for distributed

systems to achieve even higher performance, higher reliability and higher availability.

CLAIMS system is an in-memory database system for real-time data analysis, which

is mainly used for financial applications. It provides near real time query task and

analytic task. This paper mainly discuss fault-tolerance mechanism in CLAIMS. Achieve

lease-based quick system failure detection (Fail-fast). Achieve restart of affected analytic

task after detecting failure (Fail-over). Achieve in-memory state recovery of abnormal node.

Experiment indicate that the algorithm presented in this paper can achieve fault-tolerance

in CLAIMS.
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0 Ú ó

3�êâ�¸e, �.pé�úiép5U°þêâ?n�I¦�ÌO\. 3íd PC

ÑÖìþÜÝ�©Ùªêâ¥XÚU?�Úü$êâ?n�¤�, Ó�¼�êâ?n�p

óéÇ, p�^5, p��5, ©ÙªXÚ¤�?np5U°þêâ�ÄÀ. 8c, Cpá

e�úié¬7Ñ9CpnngÌïu�Ï^'Xêâ¥ OceanBase ®²| =�!Uc

Úày��¤kF~�´. ©Ùªêâ¥ OceanBase äkgÄuÿÑÖì�æuÿ�N�

�õU. 2015 c“V��”Cpáe�Ucû¢�U¤�7�� 912.17 ·�, ¾üê��


4.67 ·, m|1©12¦�Ò��
¤�7�Ò��
 10 ·�. 3ÑÖìXdpK1��¹e,

XÚ�N�w��	­�, ;�X¾ü��!êâ¿�!�Î�Ø�¯K. d Postgres Ú

Ingres éÜM©< Mike Stonebraker mu�S�êâ¥ VoltDB, ¦^K-safetyÅ�5�yê

â�S�. 
¤kN�Å�éu^r5`´Ø���[1]. ù�´N��,��A5.

©ÙªXÚN�©�ü��ã, �ØuÿÚ�Ø?n. �Ø?n�ãq�©�ü«ü

Ñ Fail-over � Fail-back, cö´ÏL=£��Åìþ��¤�?Ö5¢y�Î?nE,�

N�, �öÏL��Åì­#-¹�½ö#ÅìO���Åì�¡E��Åì��ÛG�

5�yêâ��5[2].

(Ü8cCLAIMS©Ùªêâ¥XÚ�e�, �©�Ñ
�éØÓ�¹�N�Å�, ä

NXe.

(1) 3 CLAIMS XÚ¥O\Äuu�Å��N�uÿXÚ.

(2) 3 CLAIMS XÚ¥¢yÄuN�uÿÅ��� Fail-fast Å�59�uy!:��.

(3) 3 CLAIMS XÚ¥¢yÄuN�uÿÅ�� Fail-over Å�5�yÜ©!:«Å�

CLAIMS XÚU
ò�ÎK1­#©u�Ù¦�~!:¿UYJøÑÖ.

(4) 3 CLAIMS XÚ¥¢y
ÄuN�uÿÅ�� Fail-back Å�5�y!:¡EL§

¥ CLAIMS ¥�!:­#\\8+¥, ¿UY�1O�.

�©�SN|�: 1 1 !0��µ�£; 1 2 !0�ý��£; 1 3 !0�N��{; 1

4 !µ�¢�; 1 5 !o(�©.

1 �'ó�

1.1 CLAIMS XÚ0�

XÚe�0�©�	Üe��SÜe�, 	Üe�Ly�r� CLAIMS XÚ�'X. S

Üe�K©Û
 CLAIMS XÚ�Ì!:�l!:SÜ�Ì��¸.

1.1.1 	Üe�

CLAIMS ´��m
�©ÙªS�êâ¥XÚ. ÏLäkpóé¢�êâ5\�õU

¢y
¢�êâ©Û. XÚ3?n SQL �, ¤kêâÚ¥m(JÑ�uS�¥, ;�
^�

� I/O m�, ¢y
póéþ�¹ep��êâ©Û5U. ^r¦^3	ÜÌÅþ$1�

Client à, Ñ\ SQL �é. CLAIMS 	Üe�ã�ã 1.

1.1.2 SÜe�

CLAIMS �SÜ(���ã 2, Ì!:�) SQL )Ûì!�Î`zì!êâi;+n

ì!]
+nì!NÝìÚ�;+nì. Ì!:�Â Client àu5� Sql �é¿é SQL �

¦?1)Û��Î`z, ò�ÎOy�u�ØÓ�l!:þ. l!:(��)
�1ì!ê
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ii;+nì!]
+nì!NÝìÚ�;+nì. l!:�1Ì!:ux�Ôn�ÎO

y, Ó�KI.��©�XÚ?1êâ��;��Â[3].

ã 1 CLAIMS	Üe�ã

Fig. 1 CLAIMS external architecture diagram

ã 2 CLAIMSSÜe�ã

Fig. 2 CLAIMS internal architecture diagram

1.1.3 ¯K�ã

CLAIMS XÚ´$13��êâ8þ�¢�êâ©ÛXÚ. ¢�êâ©Û�¦ CLAIMS

XÚN�Å���mm�é�, 3�gêâ�¢�êâ©Û¥, !:��~ÓÌ�ØØ¬¦

^r¼��Ø(J, ¤E¤��	��mm��AT���. XÚ3uÿ�XÚ¥�3!:

���, ¬�£”�Ø”¿­é��!:.

1.2 ý��£

CLAIMS ¥�N�´Äuu�Å��¢y, u��ÙJø
nØ�Ä:. 3¢y¥, �

XÚæ^ CAF µe, CAF � CLAIMS Jø
õ�§p5U�äÏ&¥. (�ã�ã 3.

ã 3 CLAIMS N�(�ã

Fig. 3 CLAIMS fault-tolerance structure diagram

1.2.1 u�0�

1989 cd"4�Æ� Gray C Ú Cheriton D JÑ
|^u�5�o����5��

{[4]. u�´�ÑÖì���rà3�½Ï�S�±��Ö�ö���|, �ÑÖìÁã?

Uêâ�, Äk�Pkù¬êâ�u���ràux�¦. �ràlÑÖìÖ�êâ�ÒÓ

�¼�u�, XJ3u�Ï�S, vkÂ�ÑÖì�?U�¦, Ò�±�y�c��¥�S

N´�#�. u�LÏ�, XJ�rà�I�Ö�êâ, K7L­#¼�u�=“Y�”. u�

©�áu���u�. áu��om���, ��áu��m�Ý�¦?O�, 
�u�Y
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��m�¬�éõ. 3CLAIMS¥(Üáu�¢y
Äuu��%aÅ�.

1.2.2 CAF Actor �.µe0�

CLAIMS XÚ¥, ¦^ CAF �¤!:m�Ï&, ¢y Fail-fast Å�. CAF ´���þ?

Ï&µe. CAF �¢y�{´, 3�§�?Oþ2Mï�� Actor (�, Actor «ú�5X

Ú(�¥�§��Ú, ,��§³��§Ó=�¤ Actor ��-. ¦^ù«(�, Mï220�

Actor 34∼64 Ø�Åìþ�mm��u 2 s, 5U'Óa.Ù¦ Actor µepéõ. 3�ED

Ñþ, 3 64 Ø�Åìþ, 100 � Actor é 1 � Actor �ux 1 000 000 ^�E(o� 100 000 000

^�E)^�� 86 s, Ó��?Ö3¦^ Scala �Ï&µe�KIs¤ 1 086 s[5]. d	, CAF

�|±Ã£?§, ¿Jø
�Øuÿ, 3 CAF ¥�E�kux¤õ�ux�}ü«G�, ?

§öØI��Ä­u, ª²��¯K.

2 �{0�

Ì�0� 3 «�{, Fail-fast ¢y�Øuÿ, Fail-over ¢y8+���UY�	.Jø

ÑÖ, Fail-back ¢y8+¥!:­é¡E�2gJøÑÖ[6].

2.1 Fail-fast �{

CLAIMS¥¦^áu�=%aÅ�ÌÄ�iÿ!:«Å½�äPl¤E¤�!:��.

Ì!:(Master)éÄ���§?O� Master Actor �if,��à�¿�É8+Ù¦!:

�%aÚÙ¦�E. l!:ò�Ì!:� Master Actor ux5þ�¦, Ì!:u�l!:�

Ü{5(u�´Ä�¹­E IP Úà�, b�8+¥�¤k!:ÑØ¬ux�¿�&E. )�©

��l!:���Û���!: ID. Master Actor òTl!: ID \\�dg��o��¹

�L L ¥, ¿�3�½±Ï T1 SO\�L L ¥�z�!:i�%aOêCi, �Ci��Cmax�

ò L ¥�T!:IP�k�[7]. �l!:iÂ�5þ¤õ�¦�L«5þ¤õ, ò3��±Ï

T2 Sux%a&E�Ì!:. Master Actor �Â�%a&E�Ò¬òT!:éA�Ci� 0,

¿��£�c�¹!:�¤k&E, ¦l!:¼��cXÚ¥��¹!:&E, ù
&E3

õ Master e�½õ Coordinator e�¥´�'­��[8]. �nã�ã 4.

ã 4 CLAIMS XÚ Fail-fast �{�nã

Fig. 4 The principle of Fail-fast algorithm in CLAIMS system diagram

2.2 Fail-over�{

Fail-over ´�«N�Å�, 3©ÙªXÚ¥�Vg´�L�}¿UY�^rJøÑ

Ö[9]. 3 Claims ¥ Fail-over ò�y3!:Ñy�æ�, Ø¥ä/é	ÑÖ. Ì!:(master)þ

��Nì�±ifl!:(slave)�¹�&E(%aÅ�), �,�!:Ø�^(¿�½k�)�,

�Nì(Coordinator)ò!:�k��¹I£�]
+nì(Resource Manager), ]
+nì
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ò¼�ù�!:�k�&E, ¿òÙIP�k�!:. Ó�, master ¬ª�Tl!:þ¤k

��1� query �u��“Yu”, ¤k�l!:3�1ù
 query �O�ÑòÏ“Yu”
Ê

�$�, ���'¥mêâ.

2.3 Fail-back �{

Fail-back Å�, =���Åì«Å�, ÅìU
¡E��~�G�, UYó�[10]. ¡E

�Ì�8�´¡E�5TÅìS�¥�êâ, ±9®±Èz�êâ. �Åì�«Å, �´

l!:þ�§S�$�, 3Ì!:(Master) fail-fast Å�¥¬uy!:��, ux­é·-,

éÄ��3�½8¹e�­é��, ­éT slave §S. �ÅìÑy«Å½¿���¹�,

Master 3ng}ÁÃ��, CLAIMS XÚ¬uÑ´�Ï�+n
, 8++n
­éÅì. �n

ã�ã 6.

ã 5 CLAIMS XÚ Fail-over �{�nã

Fig. 5 The principle of Fail-over algorithm in CLAIMS system diagram

ã 6 CLAIMSXÚ Fail-back �{�nã

Fig. 6 The principle of Fail-back algorithm in CLAIMS system diagram

3 ¢ �

3.1 ¢��¸

¢�d 3 Ü©|¤, ©O� Fail-fast, Fail-over, Fail-back. ¢�$1u�| 3 � PC |
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¤�©Ùª8+¥, Ù¥���� Master !:ü�(a!b)�� Slave !:. M��¸þ

�i7-4790 3.6Ghz*8!Ó1g 1 tÅ�M�.

¢�¥¦^ TPC-H 1G êâ8��ÿÁêâ8.

3.2 Fail-fast ¢�

¢�SN

3þã¢��¸¥ÜÝ©Ùª� CLAIMS XÚ, ©O� Master Ú Slave-a, Slave-b. 3

CLAIMS XÚ�~$1�, ÃÄÊ� Slave-a, ©OÚOØÓ%am��, Master !:uÿ�

f!: Slave-a ¿��²þ�m. ÏLH{�¹�L, ng�uy!:�¹&EK@�d!:

¿�.

©O�½%am�� 1!1.5!2!2.5 Ú 3, ©O�½n� 3!5, � 10 «G�, z«G�

$1 5 g¿O�²þ�m.

¢�(J

�ã 7. MaxTry L«���}Ágê, ��L}Ágê Master ¬òT Slave IP�k

��.

X ¶ Frequency L«�zgux%a�±Ï�á, 1.5 L« 1.5 s ux�g%a, Master

�¬3z� 1.5 s �#�ggC��¹�L. Y ¶ time L«uyk���m, X MaxTry=3

�, Frequency= 1.5 s/times �I� 4.5 s �muy!:��.

ã 7 uÿ�%a�m�ªÇã

Fig. 7 Check time with different heartbeat timeout and frequency

nÜã¥w«�¢�(J�±wÑ, uy�Ø��m�|¢m�Ä�¥�5O�, ��

�%am�¬�)����Ø�A�m. �á�%am�¬�)�ä{l
����Ø�

´, l
E¤�	�N�m�, ¤±�â¢SA^|µÀJ·Ü�%a±Ï, ´�~­��.

3 CLAIMS XÚ¥, MaxTry ��� 3, %am��� 1 s, d3Ì!:þ��NìKI

Â8Ù¦l!:þ�%a&E, � 3 gvkÂ�l!:�%aÒòl!:IP�k�.

3.3 Fail-over ¢�

¢��Og´9SN

3 CLAIMS XÚ¥�¤�|õ� SQL �é��ÎOy, ¿�3�½�é�¦!:¿�,

P¹¤k��Î�m, ¿�é'3�u)!:¿���¹e��Î�m, ÏLé'�Î�m

��É, 5�ä Fail-over �¬�¢S$1�¹. Ú½Xe.

(1) éÄ CLAIMS XÚ, �\ 1G TPC-Hêâ8.

(2) Ñ\ TPC-H SQL m©?1�Î(�O 8 ^, �gÑ\).
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(3) ÃÄÊ� Slave-a þ� CLAIMS ?§(3�1 TPC-H6 �).

(4) ¼�(J(�Î�m).

(5) ­E 2—4 Ú½ 6 g, �óêg�, Ø?11 3 Ú, ÚO¤k�(J.

ÏLé'(J�m, �±wÑ, Ø�1 4 |ÿÁ�é, �Ü©�é�$1�m��é�,

3Ûêg¢��, 1 4 � SQL �Î'óêg¢��Ñ�áéõ, ¿3Ù���é¥, ^�Ñ

��Lóêg¢�. 31 4 �ÃÄ¥ä slave-a þ� CLAIMS ?§, ��XÚ���£�Ø,

�é��¤B�£�Ø. Ød�	, Ûêg¢�� 4*8 � SQL �é��ÎÑ�þ'óêg

¢�k�ÌÝ�O\, 3k!:�æ�, XÚ5UÑkeü, fail-over �¬�~ó�, ¿��

ýÏ�O�J.

3 CLAIMS XÚ¥, uyk!:���&E, á�Ê�3T!:þ¤©�?Ö�u�Y

u¿��£��rà�Ø&E, z�l!:3�1Oy�¬½Ï�Ì!:Yu, ���Ã{

Yu�&E�, ò�ï�1T�é.

LLL 1 CLAIMS XXXÚÚÚ���¤¤¤��� TPC-H SQL ���mmm

Tab. 1 Time result for different TPC-H SQL in CLAIMS
ÿÿÿÁÁÁ555���\¢¢¢��� 11g/s 12g/s 13g/s 14g/s 15g/s 16g/s

TPC-H1 5.5 5.4 5.5 5.5 5.5 5.5

TPC-H3 1 1.1 1 1 1.1 1.1

TPC-H5 10.7 10.7 10.8 10.8 10.8 10.8

TPC-H6 3 4.4 3 4.4 3.1 4.4

TPC-H10 4.4 4.3 4.4 4.3 4.4 4.3

TPC-H12 1 0.8 0.9 0.9 1 0.9

TPC-H13 0.9 0.7 0.9 0.7 0.8 0.7

TPC-H17 4.2 4 4.2 4.1 4.1 4.1

3.4 Fail-back ¢�

¢��Og´9SN

�[f!:«Å�¹, ÏLu�Ì!:þ��¹�L, ÏLf!:´Ä­#Ñy3�¹�

Lþ, �äf!:´Ä�¤õ Fail-back.

Ó Fail-fast ¢�, ¦ CLAIMS XÚ$13 3 �Åì|¤�8+þ, ¦�� Slave ¤3Åì

«Å, P¹3!:«Å�, 3�½�mS Master !:þ�¹�L¥�¹!:�ê.

¢�(JLXe(�L 2 Ú 3).

LLL 2 ���¹¹¹!!!:::������mmmããã(%%%aaaªªªÇÇÇ��� 1 s/ggg)

Tab. 2 Number of alive node with times (frequency=1 s/times)

11¦ 12¦ 13¦ 14¦ 15¦ 16¦

M3F1 2 2 2 1 2 2

M5F1 2 2 2 2 1 2

LLL 3 ���¹¹¹!!!:::������mmmããã(%%%aaaªªªÇÇÇ��� 0.5 s/ggg)

Tab. 3 Number of alive node with time (frequency=0.5 s/times)

10.5¦ 11¦ 11.5¦ 12¦ 12.5¦ 13¦

M3F0.5 2 2 1 2 2 2

M5F0.5 2 2 2 2 1 2

¢�(J©Û

L2P¹�´%a±Ï� 1 s, uÿm�´ 1 s, ��}Ágê� 3 gÚ 5 g�¢�(J�¹,

L3P¹�%a±Ï�0.5 s, uÿm�´ 0.5 ��}Ágê� 3 gÚ 5 g�¢�(J.
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3 MaxTry=3, Frequency=1 s/times �, 3 4 s �, uy�¹�L¥�k 1 �!:�¹, 3

1 5 s ´, �¹!:�êO\� 2. 3 MaxTry=5, Frequency=1 s/times �, 3 5 s �¹!:~�

� 1, ¿�31 6 s �­#\\�¹�L.

3 MaxTry=3, Frequency=0.5 s/times �, 3 1.5 s �muy
!:¿�, ¿�3 2 s �m

­#\\�¹�L, 3 MaxTry=5, Frequency=0.5 s/times �, 3 2.5 s �muy
!:¿�, ¿

�3 3 s �m­#\\�¹�L.

nÜ±þ(J, �õ��Ø}Ágê, ½ö����mm�, ¬��N�?nm©��mC

��È, �´, ¿Ø¬K���Ø?n��m, ÃØëêXÛCz, XÚ­é!:�Ñ�´�½

�.

3CLAIMSXÚ¥, !:¡E�, Ì!:N^l!:��, ­él!:, l!:­#�Ì!

:ux5þ&E, ��5þ¤õ�, \\��¹�L.

4 ( Ø

�Xêâ©Û?“°þêâ��”, ¡é�5��êþ?�êâ, ©ÙªXÚ7ò¤��5

êâ©Û�Ì61N. 3êâ¢�©Û+�, 8c�Ü©©Ùªêâ¥ÑØU��Ù5Uþ��

¦. CLAIMS XÚ��Ì�¡�7K+��êâ¢�©Û�S�.êâ¥, Ù��5��^5

7,kX�p��¦. �©9�©¤£ã�¢�, � CLAIMS XÚ\\
N�Å�, Jp
X

Ú��^5���5, �Ùû�A^Jø
Eâ|±. CLAIMS �N�Å�Ì�d±eA�Ü

©|¤:

Fail-fast �ã: 3 CLAIMS ¥, ¦^ CAF 5�¤!:m�Ï&, ¢y Fail-fast Å�.

CLAIMS ¥éu!:�N�I�æ^áu��Ò´%aÌÄ�iÿ!:«Å½�ä��¤E�

!:��.

Fail-over �ã: 3 CLAIMS ¥ Fail-over ò�y3!:Ñy�æ�, Ø¥ä/é	ÑÖ. Ì

!:�±ifl!:�¹�G�, �,�!:Ø�^(¿�½k�)�, Ì!:òÙIP�k�!

:, Ó�¬ª�Tl!:þ¤k��1� query �u��Yu, ¤k�l!:Ñ¬�ï�'?

Ö, ¿�ÉdNÝì#�u�?ÖUYó�.

Fail-back �ã: ���Åì«Å�, ò¦Ù¡E��~�G�, UYó�. 8�´¡E�5

TÅìS�¥�êâ, ±9®±Èz�êâ. �Åì�«Å, �´l!:þ�§S�$�, 3Ì

!:(Master)Fail-fast Å�¥¬uy!:��, ux·-, éÄ��3�½8¹e�­é��,

­éT§S. �ÑyÅì«Å½Ê>��¹�, 8++n
­éÅì.
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