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ABSTRACT
Anomaly detection in sequence data is widely applicable across var-
ious domains and has significant commercial value to the financial 
industry. This paper studies its utility as a means of controlling credit 
card delinquency risk. Transactions that deviate from the regular data 
sequence are a common precursor of payment difficulty. Current detec-
tion methods, however, do not effectively identify abnormal transac-
tions from such data, making it difficult to control the overdue payment 
risk. Therefore, in this paper, we propose a Multiple Instance Learning-
based Anomaly Detection (MILAD) method with well designed learning 
networks to address this problem. Comparing the performance of the 
MILAD and Deep Autoencoding Gaussian Mixture Model (DAGMM) 
method, which is currently the most commonly used unsupervised 
deep learning algorithm for credit card risk control, we observe that 
the proposed MILAD is able to effectively control the overdue risk by 
leveraging both transaction and payment information.
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1. Introduction

In recent years, research on anomaly detection of sequence data has gradually become a hot 
topic. It has a very wide range of applications in many scientific fields. Especially in the 
financial area, anomaly detection has great commercial value. Traditional anomaly detec-
tion methods for sequence data search for changes in several parameters of temporal data 
sequences, such as time series data (Chen & Gupta, 1997; Gao et al., 2020, 2019). Unlike tra-
ditional ones, anomaly detection in the financial area focuses on analysing the anomaly status 
of a multivariate time series data by studying the influence of anomaly samples on the abnor-
mal state of the whole data sequence in a high-dimensional space. The motivation of this 
paper stems from the common credit default problem in the financial field, where the control 
of the overdue risk of credit cards plays a key role. However, there has not been any effective 
algorithm in the literature that can accurately analyse overdue risk utilizing sequence samples 
from credit card transactions.
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Most transactions from the overdue credit card users are normal with only a few abnor-
mal ones, such as impulse purchase, fraudulent purchase. These abnormal transactions are 
the main causes of the overdue problem. However, most of the existing approaches for the 
overdue risk control of the credit cards (Bolton & Hand, 2001; Chen & Guestrin, 2016; Liu 
et al., 2019; Lucas & Jurgovsky, 2020) do not make full use of the transaction informa-
tion, but rely too much on the business experience when conducting risk control. A great 
challenge of utilizing these abnormal transactions is that there are no obvious post event 
features for assigning the abnormality labels to the anomaly transactions. The only label 
information that we could use is the users’ monthly overdue information. Zong et al. (2018) 
proposed the DAGMM algorithm which combines traditional unsupervised methods and 
deep autoencoders to achieve some good results. However, in practice, sample features are 
constructed artificially, which means that  the samples may not be representative and compre-
hensive enough. Therefore, the difference between abnormal and normal samples is limited, 
such that the models can not distinguish them very well. Furthermore, this unsupervised 
algorithm cannot use the overdue information effectively. At present, this method only has 
few applications in cold-start businesses due to the absence of abnormal labels.

The characteristic of the credit card bill overdue risk detection is that the monthly bill has 
a label, but transactions on the bill do not have labels, which also happens in other application 
scenarios. The Multiple Instance Learning is a good solution to solve this kind of problem. 
Numerous studies have been conducted in this field, such as Carbonneau et al. (2018). The 
traditional Multiple Instance Learning has three steps. First, all original samples are prepro-
cessed to obtain the feature vectors of these samples. Then the feature vectors of all samples 
in the bag are aggregated together into a bag vector. Finally, all aggregated bag vectors are 
classified by classification models. This method was first applied to test drug activity and 
then widely used in many common fields, including target detection, text classification, and 
speech classification.

Multiple Instance Learning has also been successfully applied to video anomaly detec-
tion (Sultani et al., 2018; Tian et al., 2021). While the MIL framework is shared across 
domains, our credit card delinquency problem presents distinct characteristics in data 
modality (tabular features vs. visual frames), temporal structure (discrete transactions vs. 
continuous frames), and output requirements (explicit instance-level pseudo-labels for iden-
tifying specific risky transactions). These differences motivate our specific design choices in 
MILAD for financial anomaly detection in tabular sequential data.

Under the Multiple Instance Learning framework, samples are grouped into sets, which 
are defined as Bags. An abnormal status label is assigned to the entire bag. However, no label 
is assigned to the samples in the bag. Then the relationship between the bag label and sam-
ple labels is determined on the basis of the assumption of Multiple Instance Learning. Ilse 
et al. (2018) proposed an Attention-based Multiple Instance Learning algorithm (ABMIL). 
ABMIL uses the Attention Neural Network to learn the attention weights of samples in a bag. 
Then the attention weights are used to aggregate samples in the bag, followed by the subse-
quent classification analysis. This aggregation method can assign weights to the samples in a 
bag, and then detect important samples based on sample weights. Inspired by their method, 
we utilize both individual transaction information and the overall bill overdue information 
simultaneously to improve the existing methods.

In this paper, we propose an anomaly detection algorithm based on the Multiple Instance 
Learning technique, named MILAD (Multiple Instance Learning for Anomaly Detection). 
MILAD is based on the information from a sequence of samples, which can make full use of 
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both the sample and sequence information. MILAD is designed for solving anomaly detec-
tion problems in a wide range of applications, not limited to the risk control of credit cards. In 
the experiments of this paper, MILAD is able to control the overdue risk from the transaction 
and produces more accurate and effective results. MILAD outperforms the most commonly 
used algorithm, DAGMM, in terms of several major evaluation criteria and provides a better 
performance in model interpretation.

The rest of the paper is organized as follows. The proposed MILAD model and its 
algorithm are introduced in Section 2, as well as the computational details of each module 
and their parameter optimization techniques. Section 3 conducts several experiments on the 
application dataset and compares the performance of the proposed MILAD with that of the 
DAGMM algorithm. Section 4 summarizes the paper.

2. Methodology

2.1. Model and notation

Suppose X = {x1, . . . , xj, . . . , xJ} is a time-dependent multivariate sequence, where xj ∈ Rd

is a sample of the sequence at time j = 1, . . . , J. yj ∈ {0, 1} is the hidden label indicating the 
status of the sample xj, and 1 means abnormal. yj is the hidden state of the sample that is 
predicted from the following model,

yj =

{︄
1, if f (xj) ≥ δ,
0, else,

j = 1, . . . , J, (1)

where f : Rd
→ N is a classifier based on feature mapping. We need to estimate the hidden 

state yj of each sample. δ is the threshold parameter discriminating the abnormal status of 
samples. An appropriate δ should be chosen according to the practical situation. Then the 
abnormal state label Y of the sequence X is modelled as

Y =

{︄
1, if F(y1, . . . , yj, . . . , yJ) ≥ 1,
0, else,

(2)

where F : RJ
→ R is a function used to estimate the overall anomaly state of a data sequence. 

1 is the threshold to discriminate the overall anomaly state of the data sequence.
Figure 1 is the flowchart of our entire modelling framework. The framework is composed 

of three steps. The first step is the Multiple Instance Learning based on the sample infor-
mation and the sequence information using the Attention mechanism. The second step is 
the anomaly label estimation of all samples in the data sequence according to the result 
from the previous Multiple Instance Learning procedure. The third step is the sequence 
anomaly detection procedure based on the estimated abnormal labels of samples using binary 
supervised learning method. Models are trained by the common optimization algorithm 
Adam (Kingma & Ba, 2014).

Algorithm 1 is the computational flow of our proposed method MILAD. It is a Multiple 
Instance Learning-based method, which can effectively associate the unknown sample label 
yj with the known sequence label Y through the Attention network mechanism and achieve 
efficient modelling processes eventually. The MILAD algorithm constructs a risk analysis 
model F  based on sample anomaly detection in a data sequence. In practice, taking the credit 
card overdue risk prediction businesses as an example, we can use the model F  to evaluate 



STATISTICAL THEORY AND RELATED FIELDS  271

Figure 1. The framework of the MILAD algorithm.

card holders’ overdue risk based on their transaction vector x′
∈ Rd. We can predict the over-

due risk probability p′ through the model F , and finally determine whether to decline the 
transaction x′ based on the actual needs of the business. In this way we can directly control 
the overdue risk from the dimension of transactions. Comparing with traditional approach, 
controlling overdue risk based on the MILAD algorithm is much more convenient in practice.

Algorithm 1 MILAD
INPUT: The multi time series sample bag X = {x1, . . . , xj, . . . , xJ} which is a collection of 
time series of length J, xj ∈ Rd. 
Step 1: Multiple Instance Learning

Use Algorithm 2 to estimate the classification probability P of the bag, the attention weight 
w∗
j  of samples in the bag, and the abnormal probability pj of samples in the bag.

Step 2: Sample Anomaly Detection

Based on the Multiple Instance Learning results from Step 1, detect the abnormal state of 
each sample xj in the bag, and get the sample anomaly state set S = {ŷ1, ŷ2, . . . , ŷJ} using 
Algorithm 4.

Step 3: Sequence Anomaly Detection

Based on the abnormal sample detection results from Step 2, use the classification method 
(e.g., Xgboost) to estimate the abnormal state Y of the sample bag X.

OUTPUT: Y and S
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It is important to note that the current MILAD framework focuses on single-month risk 
prediction, where each bag (monthly billing cycle) is treated independently. The model pre-
dicts whether a user will be delinquent in month t based on their transactions in month 
t, without explicitly modelling temporal dependencies across multiple months. This design 
choice is motivated by the practical need for banks to assess current-month risk based on 
recent transaction patterns. While credit card delinquency can be influenced by cumula-
tive effects across months, the single-month prediction task remains a common and valu-
able problem in credit risk management. Future extensions could incorporate multi-month 
temporal modelling to capture longer-term behavioural patterns.

2.2. Multiple instance learning

In Model (1), the classification model f  is built upon the feature information of sequence 
samples in the bag. However, the anomaly state label yj of the sequence samples is generally 
unknown. Therefore, we cannot perform any supervised learning directly. To effectively solve 
this problem, we use the Multiple Instance Learning approach. Then the relationship between 
the bag label and sample labels is determined by the assumption of the Multiple Instance 
Learning.

As mentioned in Foulds and Frank (2010), there are two different assumptions: the Stan-
dard Assumption and the Collective Assumption. The Standard Assumption is that each 
sample in the bag has its own label, the label of the bag is negative if all samples in the bag are 
negative, and the label of the bag is positive if there is at least one positive sample in the bag. 
The Collective Assumption states that the label of a bag cannot be determined by any single 
sample, but by the interactions between samples and the cumulative effect of some samples 
in the bag. Therefore, we propose two types of designs for the Transformer Network T: the
Basic method and the Self-Attention based method. The Basic method is adaptive to the 
standard assumption, while the Self-Attention based method is designed for the collective 
assumption, which has more practical usages. Figure 2 is the network structures of the Mul-
tiple Instance Learning model with both the Basic method and the Self-Attention method 
provided in the Transformer Network module.

The Multiple Instance Learning model is composed of the following four parts: feature 
transformation network T, attention network W, aggregation network A, and classification 
network C. Algorithm 2 is the proposed Multiple Instance Learning Algorithm. We use the 
Attention mechanism to adaptively aggregate the samples in the bag Yi. Since the feature 

Algorithm 2 The Multiple Instance Learning
INPUT: The multi time series sample bag X = {x1, x2, . . . , xJ}. 
Step 1: Randomly initialize the weights of the parameters in the T, W, A, C network; 
Step 2: Transform the original sample through the network T and obtain the transformed 
vector hj = T(xj) through the Basic method or the Self-Attention method (Algorithm 3). 
Step 3: Calculate the attention weight w∗

j  by (6) for all samples in the bag through the 
network W. 
Step 4: Obtain the sample aggregation Z through the network A by (7). 
Step 5: Obtain the abnormal probability P of the sample bag X by (8) through the network 
C.

OUTPUT: P
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N

Figure 2. Multiple Instance Learning Network Structure. The symbols (T), (W), (A), and (C) represent the 
Transformer Network, Attention Network, Aggregation Network, and Classification Network respectively.

extractor and classifier are conducted with neural networks, it allows to establish an end-to-
end model to make the whole model to be more auto adaptive. Meanwhile, each step of the 
model is built upon neural networks, which makes the back propagation algorithm available 
for parameters optimization. All parameters are optimized by minimizing the Logarithmic 
loss

L(2) =
1
N

N∑︂
i=1

(Yi ln Pi + (1 − Yi) ln(1 − Pi)),

where N is the sample size of the training data, and Pi is the anomaly probability of the i-th 
bag.

Feature Transformation Network T The function of the feature transformation net-
work T is designed to conduct a feature extraction and transformation on the original 
features. There are two approaches based on different assumptions: the basic method and 
the Self-Attention method.

The basic approach assumes that there is no interaction effect and no structural infor-
mation between samples in the bag. Therefore, sample xj can be transformed into a feature 
vector hj directly using a two-layer fully connected network,

hj = W⊤
2 σ(W⊤

1 xj + b1) + b2,
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Figure 3. The structure of the Soft-Transformer.

where σ(·) is the activation function.
However, in practice, there exist various interaction effects between samples. In order 

to learn the interaction effectively, Vaswani et al. (2017) introduced a Transformer frame-
work based on the Attention mechanism to obtain the interaction information between 
sequences composed of words. Based on this method, Rymarczyk et al. (2021) proposed a 
Soft-Transformer framework. Figure 3 is the schematic diagram of the Soft-Transformer. The 
Soft-Transformer transforms samples into feature vectors before the Attention-based Multi-
ple Instance Learning, which can explore the interactive information between samples more 
effectively. Let xj be the sample vector, and X = [x1, . . . , xJ]⊤ be the sample matrix composed 
of vectors. Firstly, we use weight matrices Wd×d1

Q ,Wd×d1
K ,Wd×d2

V  to calculate the corre-
sponding matrices QJ×d1  (Query), KJ×d1(Key), V J×d2(Value), where Q = XWQ, K = XWK , 
V = XWV . We usually make d1 = d2. Then we have

WA = Softmax
(︃
QK⊤

√
d1

)︃
. (3)

Finally we get the transformed sample matrix:

T = [t1, . . . , tJ]⊤ = WAV , (4)

where tj is the transformed sample vector. Then we can perform the Multiple Instance Learn-
ing in the same way. Using this method we can get the transformed sample vector and the 
interaction information between samples. However, after transformation, the actual meaning 
of the vector is different from those for the original samples. The subsequent sample weights 
do not represent the importance of the samples anymore, and cannot be used to discriminate 
critical samples. Therefore, we use the Soft-Transformer to transform the output vector tj
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into hj.

hj = xj + αtj, (5)

where α is a learnable parameter. The Soft-Transformer ensures that the weight of the trans-
formed vector retains its ability to reflect the importance of the samples after considering the 
interaction information in the analysis. In the subsequent analysis, we perform a critical sam-
ple discrimination based on attention weights. Algorithm 3 is the proposed transformation 
algorithm based on the Self-Attention method.

Algorithm 3 The Feature Transformation Algorithm Based on the Self-Attention Method
INPUT: The multi time series sample bag X = {x1, . . . , xJ}. 
Step 1: Rewrite the input sample vectors in matrix form: 
 X = [x1, . . . , xJ]⊤. 
Step 2: Obtain Q = XWQ,K = XWK ,V = XWV  matrices. 
Step 3: Calculate attention weight WA by (3). 
Step 4: Calculate transformed matrix T by (4). 
Step 5: Calculate the transformed feature vector hj by (5) through the Soft-Transformer.

OUTPUT: hj.

Attention Network W The attention network W is constructed to learn the attention 
weights of samples in the bag. The attention weights are estimated through a two-layer gated 
neural network module with

vj = tanh(V⊤hj),

uj = Sigmoid(U⊤hj),

wj = W⊤
a (vj ⊙ uj),

w∗
j =

exp{wj}∑︁J
i=1 exp{wi}

, (6)

where vj is the hidden state, uj is the updated gate state, ⊙ represents the element-wise mul-
tiplication of the vector, wj is the attention weight, and w∗

j  is the normalized attention weight 
by Softmax.

Aggregation Network A The aggregation network aggregates all samples in the bag. 
After calculating the attention weight of each sample through the Attention Network W, we 
can estimate the feature vector Zi ∈ Rd of the bag by calculating the weighted sum of the 
sample vectors in the bag,

Zi =

J∑︂
j=1

w∗
j hj. (7)

where w∗
j  is the attention weight of each sample in the bag, and hj is the transformed fea-

ture vector obtained from the Transformer Network T. This aggregation strategy is known as
attention-based weighted pooling, where the bag representation is computed as a weighted 
sum of instance features with learned attention weights. This approach is more suitable for 
credit risk assessment than alternative pooling strategies such as max pooling (which assumes 
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only the single most anomalous instance determines the bag label) or mean pooling (which 
treats all instances equally and fails to identify critical transactions). Attention-based pooling 
allows the model to learn which transactions are most indicative of risk while still consider-
ing the overall transaction pattern, which is essential to handle highly imbalanced data where 
the anomaly rate is only 1.70%.

Classification Network C The classification network classifies the abnormal status of 
the bag. After the aggregation of samples in the bag, the classification problem is turned into 
a traditional binary supervised learning problem. To deal with features extracted from the 
Neural Network, a fully connected (FC) layer network together with the Sigmoid activation 
function is used to calculate the anomaly classification probability Pi of the i-th bag, where

Pi = Sigmoid(W⊤

C Zi + b). (8)

2.3. Sample anomaly detection

After the Attention-based Multiple Instance Learning, we obtain the probability Pi of the 
label of the bag to be 1, and the attention weight w∗

ij of each sample in the bag. Unlike the 
traditional Multiple Instance Learning, the estimated attention weights of the samples are 
more important here, which can be used to detect the key samples in the bag. That is, which 
sample in the bag has a significant impact on the abnormal status of the bag. The samples 
with larger attention weights have a greater impact on bags, and these samples are likely to be 
the key samples which lead to the bag abnormality. Therefore, we can combine the prediction 
results of the bag and the estimated attention weights together to predict the anomaly status 
of each samples in the bag i. Let pij = Piw∗

ij be the probability of sample xj in the i-th bag 
being abnormal. By choosing an appropriate threshold δ, the abnormality status of the j-th 
sample ŷij = 1 if pij ≥ δ.

Algorithm 4 Sample Anomaly Detection Algorithm
INPUT: The multi time series sample bag X = {x1, x2, . . . , xJ}, the bag prediction probabil-
ity P and the attention weights w∗

j , the empirical threshold δ. 
Step 1: Calculate the abnormal probability of the sample pj = Pw∗

j . 
Step 2: Discriminate the abnormal samples:

yĵ = 1 if pj ≥ δ.

OUTPUT: The sample anomaly state set S = {ŷ1, ŷ2, . . . , ŷJ}.

2.4. Sequence anomaly detection

After the sample anomaly detection procedure, we get the anomaly set S = {ŷ1, . . . , ŷJ}, 
which contains the pseudo labels of all samples in the bag. Then we can do the binary super-
vised learning to estimate the abnormal state Y of the sample bag in Model (2) using the 
common classification approaches. In this paper, we adopt the Xgboost algorithm.
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3. Experiments

3.1. Data preprocessing

Since payment data often contains sensitive private information about individuals or institu-
tions, and only banks and other related institutions have access to it. Therefore the acquisition 
of such public dataset is quite limited. The lack of available effective public datasets is also 
a challenge for researches in this field. In this work, we evaluate the performance of the 
proposed MILAD algorithm on a commonly used real dataset, which is the Credit Card 
Fraud Detection (CCFD) data (Dal Pozzolo et al., 2015). The CCFD dataset is composed of 
transactions of credit card users in Europe in September 2013. This dataset includes 284807 
transactions, where 492 are abnormal transactions. It is a highly imbalanced dataset, which 
only has 0.17% of abnormal transactions. To deal with this highly imbalance problem of the 
data, we use the common undersampling method to sample 10% of normal transactions. 
Then the abnormal rate increases to 1.70%. Due to the privacy issues in this field, this dataset 
cannot provide the original transaction features and the user information. The data contains 
28 principal component features, {V1, . . . ,V28}, which are transformed from the original 
features, the transaction amount, and the anomaly label of each transaction.

In order to make the dataset suitable for solving our problem, we have to generate a new 
dataset through the following data generating mechanism based on the original CCFD data. 
We randomly select a certain number of transactions from the original dataset to form a 
sample bag, then take each sample bag as the user’s transaction set Xi, and then label the 
bag according to the sample label in the bag. The labelling process of the sample bag is 
based on these two assumptions of the Multiple Instance Learning, which are the stan-
dard assumption and collective assumption. In the subsequent data analysis we assume that 
there are no available labels for the samples in the bag. Generating the dataset in this way 
can effectively mimic our desired scenario in which we have the label for user’s transaction 
set, but lack the labels for each transaction in the bag. The labelling rules for the sample 
bags are as follows. Under the Standard Assumption, as long as there is a sample xij ∈ Rd

whose label yij is abnormal in the sequence set Xi = {xi1, . . . , xij, . . . , xiJ}, the label of the 
overall sequence Yi = min{1,

∑︁J
j=1 yij}. Under the Collective Assumption, only when the 

sum of the amount of abnormal samples reaches a certain threshold, the label of the overall 

sequence Yi = 1, if 
∑︁J

j=1 yijνij∑︁J
j=1 νij

≥ 1, where νij is the transaction amount of the sample xij ∈ Rd, 

that is νj ∈ {xj1, . . . , xjd}. The parameter 1 ∈ (0, 1) is determined according to the specific 
application scenario.

For the convenience of the experiment, we assume the sample size in each bag is the same 
when generating the dataset. Under the standard assumption, we use the probability, which 
reflects the anomaly status of the sample, to rank the samples in the bag, rather than discrimi-
nating the samples. In the subsequent discrimination analysis, the threshold δ in Model (1) is 
chosen to be the one which makes the highest F1 score in the training set. Under the collective 
assumption, we need to consider the proportion of the abnormal transaction amount among 
all transactions in the bag. When the proportion of abnormal transaction amount reaches 
the threshold 1 = 0.1, we will consider the user’s transaction bag to be overdue. Under each 
assumption, we have N1 = 200 bags for training, N2 = 50 bags for test. The size of the bag 
is J = 10. The anomaly rate of bags is 16.6% for the standard assumption and 5.8% for the 
collective assumption. Table 1 summarizes the experiment data.
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Table 1. Dataset under the standard and collective assumptions.

Assumption Type Number of bags Bag size Feature dimension Anomaly rate
Standard Training 200 10 28 16.6%

Test 50 10 28 16.6%
Collective Training 200 10 28 5.8%

Test 50 10 28 5.8%

We show the performance of the proposed method on both the standard assumption and 
collective assumption. We first evaluate the sample anomaly detection performance, and then 
analyse the performance of the sequence anomaly detection. In the sample anomaly detection 
part, we compare MILAD with the most commonly used unsupervised anomaly detection 
algorithm DAGMM in the financial field in terms of common model evaluation criteria 
(Precision, Recall, F1 score, AUC), as well as the interpretability of these two methods. In 
the Sequence Anomaly Detection part, we first built an idealized model, which is a model 
constructed based on the ideal assumption that the hidden labels are all available, hereafter 
denoted by the Ideal model. We use the Ideal model as the benchmark since it always has the 
best performance among all possible methods. We use AUC to evaluate model performances.

The computational resources of our experiments are Windows 10, Intel(R) Core(TM) i5-
9300H, GeForce GTX 1650 GPU, 16GB Ram. We use Python 3.8 under Tensorflow 2.5.0
environment.

3.1.1. Sample anomaly detection under the standard and collective assumptions
Table 2 is the network structures of the experiments. For DAGMM, we use the same network 
structure under both assumptions, and we also use the same hyperparameter settings in Zong 
et al. (2018) (λ1 = 0.1, λ2 = 0.005). For MILAD, the Basic method is adopted under the stan-
dard assumption, and the Self-Attention method is adopted under the collective assumption. 
FC(a, b, c) is a full connection network, where a and b are the number of input and output 
neurons, and c is the activation function.

Figure 4 shows the loss function curves of these two algorithms with respect to 1000 
epochs in the training processes. We can see that the DAGMM algorithm converges after 
1000 epochs. Therefore we choose the model after the 1000 epochs of training as the final 
DAGMM model. For the MILAD algorithm, since we treat each bag as a sample group, the 
sample size is relatively small. It can be seen that the model is over fitted after 30 epochs 
of training under the standard assumption, and 10 epochs of training under the collective 
assumption. Therefore, under the standard assumption, we choose the model after 30 epochs 

Table 2. Network structures under two assumptions.

Method Layer Structure

DAGMM Compression Network (Encoder) FC(28, 16, tanh) → FC(16, 4, tanh) → FC(4, 1, none)
Compression Network (Decoder) FC(1, 4, tanh) → FC(4, 16, tanh) → FC(16, 28, none)

Estimate Network FC(3, 10, tanh) – Dropout(0.2) → FC(10, 2, Softmax)
MILAD Transformer Network FC(28, 16, ReLU) → FC(16, 8, ReLU)
(Standard) Attention Network FC(8, 8, tanh) ⊙ FC(8, 8, Sigmoid) → FC(8, 1)

Classification Network FC(8, 1, Sigmoid)
MILAD Transformer Network Refer to the structure in Algorithm 3, where d = 8
(Collective) Attention Network FC(8, 8, tanh) ⊙ FC(8, 8, Sigmoid) → FC(8, 1)

Classification Network FC(8, 1, Sigmoid)
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Figure 4. Loss curves under two assumptions. (a) DAGMM (standard). (b) MILAD (standard). (c) DAGMM 
(collective) and (d) MILAD (collective).

of training as the final MILAD model, while under the collective assumption, we choose the 
model after 10 epochs of training as the final MILAD model.

The final output of the DAGMM model is an energy score based on the sample’s prob-
ability density within the Gaussian Mixture Model. Samples in low-density regions receive 
high energy scores and are considered anomalies. In order to compare it with the anomaly 
probability computed from the MILAD method, we use the function f (x) = 1 −

2
π
arctan(x)

to convert this unbounded energy score into the probability ranged in (0,1). Figure 5 is the 
ROC curve of the model trained by the DAGMM algorithm and the MILAD algorithm. It 
can be seen that the performance of the MILAD algorithm is significantly better than that of 
the DAGMM algorithm under both assumptions.

Table 3 is the comparison matrix in several common model evaluation criteria. It can be 
seen that MILAD is significantly better than DAGMM in terms of these common model 
evaluation criteria, such as Precision, Recall, F1 score and AUC. This is because DAGMM is 
an unsupervised learning method, while MILAD is a supervised learning algorithm, which 
can effectively utilize the label information of the bag for complex data through the Atten-
tion based Multiple Instance Learning approach, and outperforms the unsupervised learning 
method. Therefore it is reasonable that MILAD achieves better performance, and is more 
useful in practice.

It is worth noting that the precision of DAGMM is notably low (less than 0.1) in Table 3. 
This is expected because DAGMM is trained without access to any labels (neither instance-
level nor bag-level), relying solely on the data’s underlying density structure to identify 
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Figure 5. ROC curves under two assumptions. (a) DAGMM (standard). (b) MILAD (standard). (c) DAGMM 
(collective) and (d) MILAD (collective).

Table 3. Model comparison under two assumptions.

Assumption Type Method Precision Recall F1-score AUC

Standard Training DAGMM 0.0899 0.3722 0.1449 0.8397
MILAD 1.0000 0.8639 0.9270 0.9717

Test DAGMM 0.0971 0.4545 0.1600 0.8769
MILAD 0.9302 0.9091 0.9195 0.9627

Collective Training DAGMM 0.0580 0.2232 0.0921 0.7725
MILAD 0.6273 0.4000 0.4885 0.8854

Test DAGMM 0.0561 0.2526 0.0918 0.7856
MILAD 0.5781 0.3895 0.4654 0.8878

anomalies. Given that the dataset is highly imbalanced (only 1.70% true anomalies), it is 
extremely difficult for an unsupervised method to accurately identify this tiny fraction of 
positive samples, leading to a high number of false positives and thus very low precision. 
This result precisely demonstrates the limitation of unsupervised approaches and justifies the 
need for our proposed MILAD method, which can effectively leverage the available bag-level 
supervision.

To show the interpretability of the MILAD algorithm, we also check these abnormal sam-
ple bags to see whether the method can identify the abnormal samples in the bag that cause 
the bag abnormality. Table 4 is the samples’ anomaly state (yj) and their attention weights (w∗

j ) 
of four randomly selected anomaly sample bags under the standard and collective assump-
tions. The attention weights {0.75; 0.78; (0.30, 0.27); (0.20, 0.21)} of the abnormal samples 
that cause the abnormality of the entire bag are significantly larger than other samples in 
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Table 4. Attention weights of two randomly selected cases under two assumptions.

Assumption Case Infor x1 x2 x3 x4 x5 x6 x7 x8 x9 x10

Standard I Label 0 0 0 0 0 1 0 0 0 0
Weight 0.03 0.04 0.02 0.00 0.02 0.75 0.05 0.02 0.04 0.03

II Label 0 0 0 1 0 0 0 0 0 0
Weight 0.03 0.01 0.03 0.78 0.00 0.00 0.00 0.01 0.10 0.03

Collective I Label 1 1 0 0 0 0 0 0 0 0
Weight 0.30 0.27 0.03 0.05 0.03 0.07 0.06 0.05 0.04 0.10

II Label 0 0 0 0 1 0 0 0 0 1
Weight 0.07 0.04 0.12 0.06 0.20 0.06 0.11 0.11 0.02 0.21

Table 5. AUC under the standard and collective assumptions.

Assumption Type Ideal MILAD RNN IF RF LSTM-AE OC-SVM DAGMM

Standard Training 1 1 1 – 1 – – 1
Test 0.98 0.98 0.94 – 0.77 – – 0.87

Collective Training 1 1 1 – 1 – – 1
Test (Mean) 0.97 0.97 0.94 0.86 0.77 0.76 0.74 0.35
Test (Std) 0.05 0.03 0.07 0.05 0.08 0.17 0.08 0.12

IF, LSTM-AE, and OC-SVM were evaluated only under the Collective Assumption as requested by the reviewer. ‘–’ indicates that 
the method was not evaluated under this assumption.

the same bag. This result is consistent with our experiment setups, which fully demonstrates 
the outstanding interpretability of our MILAD method.

3.1.2. Sequence anomaly detection
For sequence anomaly detection we adopt the Xgboost algorithm, which is a commonly used 
binary supervised learning method in this field. In practice, there are only a few bags tending 
to be abnormal and overdue. Therefore the binary classification problem we are dealing with 
is a highly unbalanced data analysis problem in the experiment. For the highly unbalanced 
data problem, the Precision, Recall and F1 criteria are highly dependent on the threshold we 
use, where the threshold is mainly decided based on certain business demands in practice. 
Therefore the AUC is commonly used as the model evaluation criterion to evaluate the model 
performance, since it is a model evaluation criterion with respect to all possible threshold. 
All models are trained to achieve their best performances.

To provide a comprehensive comparison, in addition to DAGMM, we include five addi-
tional baseline methods: (a) Random Forest (RF): treating the flattened sequence (all 
samples in a bag concatenated) as a single feature vector for classification; (b) Recurrent 
Neural Network (RNN): using an LSTM network to process the sequence of samples within 
each bag for bag-level classification; (c) Isolation Forest (IF): an unsupervised tree-based 
anomaly detector trained on instance-level features without using any labels; (d) One-Class 
SVM (OC-SVM): an unsupervised method that learns a decision boundary around nor-
mal instances; (e) LSTM Autoencoder (LSTM-AE): an unsupervised sequence-to-sequence 
autoencoder that detects anomalies based on reconstruction error. These baselines represent 
both supervised approaches (RF, RNN) that directly work on bag-level tasks and unsuper-
vised approaches (IF, OC-SVM, LSTM-AE) that do not leverage any label information.

The AUC results are shown in Table 5. Under the Collective Assumption with 400 training 
bags and 100 test bags (averaged over 5 random seeds), MILAD achieves AUC=0.97, match-
ing the Ideal model’s performance. This demonstrates that our three-step MIL framework 
effectively converts weak bag-level supervision into strong instance-level predictions.
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Among supervised methods, RNN achieves AUC = 0.94, showing that end-to-end 
sequence learning is effective but still falls short of MILAD. RF performs moderately 
(AUC=0.77), as it loses sequential structure by flattening the data.

Among unsupervised methods, Isolation Forest achieves the best performance (AUC =

0.86), likely due to its tree-based ensemble approach being robust to high-dimensional 
features. LSTM-AE (AUC = 0.76) and One-Class SVM (AUC = 0.74) show moderate per-
formance. However, all unsupervised methods fall substantially below supervised methods, 
with a gap of at least 11 percentage points compared to MILAD. This demonstrates the 
critical importance of leveraging weak bag-level supervision. DAGMM performs worst 
(AUC = 0.35), confirming that purely unsupervised deep learning methods struggle with 
highly imbalanced data without any label guidance.

Notably, LSTM-AE shows high variance (std = 0.17), suggesting that reconstruction-
based anomaly detection is sensitive to data distribution and less reliable for practical 
deployment.

We can conclude that MILAD is more feasible than other methods under both standard 
and collective assumption.

4. Conclusion

In this paper, we focus on the anomaly state evaluation of the data sequence caused by the 
abnormal samples contained in it. We propose a anomaly detection algorithm MILAD based 
on the Multiple Instance Learning techniques. We apply the proposed method to the delin-
quency risk detection in the credit card industry. The empirical results demonstrate that 
MILAD overcomes many shortcomings that existing methods have through its use of the 
sample information and the sequence anomaly information simultaneously to effectively 
identify abnormal samples. The proposed method can help financial institutions to control 
the overdue risk based on transactions directly and effectively.

Note that, abnormality is rare in most practical problems; that is there only exit a few 
abnormal sample bags. Therefore, the data of these binary classification problem are most 
likely to be highly imbalanced data. In that case, we should adopt the imbalance data analysis 
techniques. To evaluate the model performance for the imbalanced data, AUC will be a good 
choice.

It is important to note that the current MILAD framework treats each monthly billing 
cycle (bag) independently and does not model temporal dependencies across multiple 
months. While this single-month risk prediction is a common and practical problem in 
credit risk management, credit card delinquency is often the result of cumulative effects 
across multiple months (e.g., a user gradually increasing spending over several months before 
defaulting). Future research could extend MILAD to capture multi-month temporal depen-
dencies by (1) treating each month as a ‘super-instance’ and applying a second-level MIL 
or RNN across months; (2) using a hierarchical model with MILAD at the transaction level 
(within-month) followed by an LSTM or Transformer at the month level (across-month); or 
(3) incorporating historical features (e.g., cumulative spending, payment history) as addi-
tional bag-level features. Such extensions would enable the model to capture longer-term 
behavioural patterns and potentially improve risk prediction accuracy.
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